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Terrorists 
give  U.S. 
the  finger 

With  the  mtcgnaon  of  separate 
fingcrpnm  systems  used  by  the  FBI  and 
the  Border  Patrol  still  at  least  four  years 
away,  the  United  States  remains 
vulnerable  to  known  cdminals  and 
terrorists,  according  to  a critical  report 
released  in  Match  by  the  Justice 
Department's  Inspector  General. 

It  will  take  vindl  2008  — two  years 
behind  schedule  — before  the  bureau’s 
Integrated  Automated  Fingerpant 
IdcnriGcation  System  (lAFIS)  system 
and  the  Border’s  Patrol’s  Ident  system 
can  be  combined,  sa)d  Inspector 
General  Glenn  A.  Fine.  In  the  mean- 
ome,  thousands  of  aliens  who  should 
be  detained  will  instead  be  released 
because  Border  Patrol  agents  could  not 
Gnd  their  criminal  or  deportanon 
histories,  he  said.  They  will  singly  be 
returned  to  their  home  countries,  free  to 
try  and  re-enter  the  United  States. 

A $200-million  pbn  to  merge  the 
two  idcntiGcation  systems  was  unveiled 
in  2000  after  Bordet  Patrol  agents 
returned  an  alleged  serial  killer  to 
Mexico  because  they  could  Gnd  no 
computer  record  stating  that  he  was  ^ 
wanted  by  both  federal  and  local 
authorities.  [See  LEN,  Match  31, 2000.] 
Angel  Matunno-Resendez,  dubbed 
the  “railroad  killer,”  was  sentenced  to 
death  in  May  2000  for  one  of  the  nine 
murders  he  is  suspected  of  committing 
during  a three-state  killing  spree  the 
previous  year. 

He  was  picked  up  by  two  Border 
Patrol  agents  on  June  2, 1999,  for 
illegally  entering  the  U.S.  The  agents 
said  they  were  unaware  that  Maturino- 
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Are  we  having  funds  yet? 

Fed  allocation  formula  wins  few  fans 


With  the  possible  exception  of  those 
&om  Wyoming  or  the  United  States 
terntones  of  American  Samoa  and  the 
Northern  Manana  Islands,  there  appear  to 
be  few  if  any  law  enforcement  or  mutucipal 
ofGcials  who  would  disagree  that  the 
government’s  current  formula  for  distribut- 
ing homeland-security  funds  — which  is 
based  on  population  rather  than  threat  level 
— needs  to  be  eliminated. 

But  experts  caution  that  even  if  such  a 
move  were  to  occur  — as  President  Bush's 
2005  budget  has  proposed  — there  remains 
no  guarantee  that  maior  aoes  such  as  New 
York  and  Washington  would  get  any  bigger 
share  of  the  pie  than  they  do  now. 

Last  year,  some  $4-28  bilLon  in  federal 
grant  money  was  dispersed  by  the  Depart- 
ment of  Homeland  Security  using  a formula 
that  weights  population  density  by  a factor 
of  SIX,  criucal  infrastructure  by  a factor  of 
nine,  and  threat  level  by  a factor  of  three. 
Each  state  is  guaranteed  a minimum 
amount. 

The  result  has  been  that  Wyoming,  with  a 
population  of  roughly  500,000,  receiving 


Money  for  protective  gear,  but  what 
about  the  personnel  to  BU  the  suits? 

$33.5  million,  or  $67  13  per  capita,  while 
New  York,  with  mote  than  19  miUion 
people,  received  $181  milbon,  or  an  average 
of  about  $9,45  per  person. 

Another  example  that  has  many  officials 
up  in  arms  was  the  federal  grant  of  $7 
million,  or  about  $100  per  capita,  to  the 
Northern  Manana  Islands,  an  archipelago  of 


69,000  people  in  the  western  Pacific  Ocean. 

In  the  past  18  months,  the  junsdicoon  has 
received  $1 1 milLon  in  total. 

Micronesia,  the  Marshall  Islands  and 
Palau  have  also  received  money  under  the 
formula.  Former  U.S,  terntones  that  have 
been  independent  for  decades,  the  island 
chains  have  received  $4  5 million  since  2002. 

By  companson,  New  York  City’s  two 
Long  Island  suburbs,  Suffolk  and  Nassau 
counucs,  have  received  ]ust  $4  1 million  and 
nearly  $1 1 million,  respectively. 

‘There’s  no  question  in  my  mind  we've 
been  wasting  money.”  said  James  Carafano,  a 
homeland  secunty  expert  at  the  Hcntage 
Foundauon  told  New  York  Newsday. 

Bush’s  $2  4-tnIbon  budget  proposal, 
unveiled  on  Feb  2,  docs  away  with  the 
populaaon-bascd  formula  and  replaces  it 
with  one  that  allocates  funds  based  on  level 
of  threat.  The  move  was  applauded  by  New 
York  City  officials  who  had  embarked  on  a 
lobbying  campaign  aimed  at  gemng  the 
formula  changed. 

“Washington  is  listening  to  us,  abandon- 
Continued  on  Page  12 


With  biochem  terror  no  longer 
"unthinkable,"  NYPD  gets  ready 


Forced  to  think  the  unthmkable,  as  New 
York  City  Pobcc  Commissioner  Raymond  W. 
Kelly  put  it.  the  N.Y.P.D.  has  put  together 
over  the  past  year  a response,  which  experts 
contend  is  unnvaled  in  the  nation,  to  a 
potential  catastrophic  aitack  using  chemical, 
biological  or  nuclear  weapons. 

“We’re  thinking  about  the  unthinkable  — 
what  a few  years  ago  was  the  unthinkable,” 
said  Kelly  m an  mterview  vhth  The  New 


York  Times.  “It’s  something  we’re  trying  to 
take  head-on,  but  the  scope  and  magrutude 
of  the  problems  are  daunting.” 

Among  the  drills  and  training  exercises 
being  conducted  by  the  New  York  City 
Pobce  Department  ate  those  that  will 
prepare  officers  for  their  role  in  a sweeping 
atywide  plan  to  get  emergency  anobioocs  to 
every  resident  after  an  attack  with  biological 
weapons. 


Panel:  Beware  anti-terror  complacency 


In  its  fifth  and  final  report  to  President 
Bush  and  members  of  Congress,  an  advisory 
panel  on  terrorism  warned  against  both 
complacency  and  the  loss  of  civil  bberties  in 
the  pursuit  of  security,  as  other  criucal  issues 
vie  for  attenoon  in  the  coming  years. 

Then- 

member  Advisory 
Panel  to  Assess 
Domesuc 
Response  Capa- 
bibucs  for 
Terrorism 
Involving  Weap- 
ons of  Mass 
Destrucuon  is 
known  as  the 
Gilmore  Commis- 
sion, for  its 
chairman,  James  S.  Gilmore  III,  a former 
Repubbean  governor  of  Virginia,  Created  by 
Congress  in  1998,  the  panel  is  scheduled  to 
be  disbanded  this  year. 


Gilmofc 


Among  the  commission’s  observauons 
was  that  roomenrum  toward  securing  the 
nauon  seems  to  be  wamng  since  Sept.  11 
Other  issues,  including  the  war  in  Iraq,  a 
deadly  flu  outbreak  this  winter,  the  blackout 
in  the  Northeast  last  summer  and  Hurricane 
Isabel,  have  all  served  to  distract  federal 
resources  and  attennon  away  from  terrorism 
preparedness,  the  report  said 

Commission  vice  chairman  Geo^c 
Fotesman,  of  the  Virgirua  Office  of 
Commonwealth  Preparedness,  noted: 
“Americans  have  very  short  memones. 
People  are  deabng  with  the  reabt)'  of  their 
bves  today.  This  country  doesn’t  do  a good 
job  at  looking  at  the  future  and  remembenng 
the  past.” 

While  the  creation  of  the  Department  of 
Homeland  Secunty  has  improved  the 
natiun's  readiness,  said  the  report,  better 
coordinauon  is  needed  among  federal,  state 
and  local  officials.  The  federal  government 
lacks  “clear  pnonazaoon  for  the  use  of 


scarce  resources  against  a diffuse,  unclear 
threat,”  the  report  noted. 

The  conurussion  found  significant 
problems  in  coordinauon  among  the  22 
federal  agenaes  that  were  consobdated  to 
form  the  D.H.S.  A “single  grant-making  . 
entity”  that  would  streamline  a funding 
process  now  spread  across  several  different 
agencies  was  also  recommended 

The  report  recommends  that  DHS  take  a 
stronger  role  in  developing  standards  for 
local  emergency  responders.  Also,  the 
nauon ’s  private  sector,  which  owns  commer- 
cial air  fleets,  power  plants  and  other  cnticai 
infrastructure  elements,  should  be  brought 
into  the  planning 

Of  potcntul  unportance  to  populous 
states  such  as  Cabfornia  or  New  York  was 
the  commission’s  urging  that  the  federal 
government  revise  the  formula  used  to 
provide  homeland  secunty  funds  to  local  and 
state  governments.  The  current  plan  gives 
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The  pbn,  which  was  fotmubted  pnor  to 
the  Sept.  U.  2001,  terronst  attacks,  would 
involve  tens  of  thousands  of  aty  workers 
and  volunteers,  and  at  least  a dozen  agencies. 
More  than  200  points  of  distnbunon,  or 
PODs,  would  be  set  up  m the  five  boroughs 
in  speciaUy  selected  city  buildings,  including 
pubbe  schools.  New  York’s  more  than  8 
milbon  inhabitants  would  report  to  these 
locations  for  medicauon  or  vaccinauons 

The  department  has  devised  its  own 
protocol  in  conjuncuon  with  the  ciC’’s 
Health  Department  and  the  Office  of 
Emergency  Management  for  each  of  the 
P(  )Ds,  To  get  them  up  and  running,  a pobcc 
commander  has  been  assigned  to  each 
locabty.  Pobce  would  provide  secunty  outside 
the  buildings,  and  school  secunty  officers 
inside  them. 

“I’m  not  mirumizing  how  difficult  it 
would  be,”  said  the  city’s  health  commis- 
sioner, Dr  Thomas  R.  Fnedcn,  who  used  as 
an  example  a vacemaoon  effort  against 
smallpox  in  1947.  ’The  aty  vaccinated  6 
milbon  people  in  three  weeks,  so  it’s  been 
done  before,”  he  told  The  Times. 

Dunng  a daylong  c.xerase  called  Opera- 
Qon  TnPod  conducted  in  May  2002,  one 
POD  was  able  to  process  more  than  1,400 
people  in  an  hour  — a far  greater  number 
than  the  400-an-hour  rate  that  would  be 
necessary  for  all  200  locauons  to  \*accinate  8 
milbon  people  in  five  days,  officials  said. 

The  aty  has  ruled  out  a plan  for  develop- 
ing Its  own  stockpile  of  medicaoon  and 
s-accincs,  choosing  instead  to  rely  on  a 
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Jet  gets  its  wings  clipped 
so  Fla.  sheriff's  tactical 


training  can  take  off 


In  addiDon  to  the  rappelling  tower,  the 
structures  used  for  mock  disasters  and  the 


bomb  disposal  depot,  you  can  now  add  one 
Boeing  727  to  the  faciliDes  at  the 
Hillsborough  County,  Ra.,  Shenff  s Depart- 
ment training  center  m Lithia. 

The  135-foot-long  jet  was  donated  to  the 
agenc)'  bst  year  by  an  Orlando  air  freight 
company.  It  arrived  in  December,  all  l2-fect 
wide  and  30.000  pounds  of  it,  minus  its 
wings  and  tail.  OfSculs  said  the  plane  will  be 
available  to  any  local,  state  or  federal  law 
enforcement  agenq’  that  wants  to  pracoce  its 
ann-terronsm  tacDcs  and  homeland  secunty 
response. 

“This  IS  a huge  honor  for  us,  and  the 
training  that  this  facility  will  provide  is 
invaluable  m this  post-9/1 1 world,”  said 
Sheriff  Cal  Henderson- 

Capital  Cargo  International,  based  m 
Orlando,  was  going  to  use  the  plane  for  parts 
when  Hillsborough  Deputy  William  Hill 
received  a call  from  his  brother,  Ed  Hill,  the 
company’s  director  of  maintenance.  Hill  said 
the  firm  decided  to  donate  the  craft  to  law 
enforcement,  and  then  learned  that 
Henderson  wanted  to  increase  his  agency’s 
ann-terronsm  training 

More  than  $500,000  >vas  raised  from 
pnvate  businesses  and  in-kmd  donanons  to 
covet  the  cost  of  movmg,  reassembling  and 
refurbishing  the  aircraft.  The  sheriff’s 
department  added  approximately  $1 50,000 
of  its  own  money.  HiU  spent  months 
working  on  the  logistics  of  getting  the  phne 
to  the  Lithia  training  site.  A transport 
company  towed  the  plane  over  country  roads 
from  the  Orlando  Iqtcrnanonal  Airport  to 
the  center  in  roughly  10  hours. 


The  only  other  fuselage  available  for  such 
exerases  belongs  to  the  FBI  at  its  training 
center  in  Quantico,  Va.  That  facibty,  how- 
ever. is  available  only  to  federal  law  enforce- 
ment. 

“Law  enforcement  from  all  over  will 
come  to  Tampa  Bay  to  ensure  all  Amcncans 
will  continue  to  live  free,  safe  and  secure,” 
said  Florida  Attorney  General  Charlie  Crist. 

The  shenff ’s  department’s  SWAT  team 
has  already  conducted  an  exercise  at  the 
Anti-Tcrronsm  Trainmg  Facility.  More  than  a 
dozen  members  of  the  unit  jumped  from 
tanks  and  helicopters,  storming  the  plane 
with  nfles  and  handguns.  About  50  “passen- 
gers,” who  included  Cnst,  Henderson  and 
local  disc  jockey  Skip  Mahaffcy,  were  told  to 
put  their  hands  on  their  heads. 

Another  exercise  was  scheduled  in 
January  by  the  FBI’s  hostage  rescue  team  to 
tram  local  agents,  Tampa  police  and  shenff 's 
deputies  in  ann-terronsm  tactics. 

John  Walsh,  host  of  the  television 
program  "Amcnca's  Most  Wanted,”  was  the 
keynote  speaker  at  the  facility’s  dedication 
ceremony.  The  aircraft,  repamted  with  gold 
and  green  stripes  — the  colors  of  the 
sheriff’s  office  — has  the  show’s  logo  on  its 
tail.  The  logo  was  paid  for  by  the  program. 

“We’re  gonna  tell  the  world  about  one 
little  place  m Central  Flonda  and  one  sheriff 
who  has  the  courage  to  bring  the  private  and 
public  sectors  together  to  say:  “We’re  not 
gonna  take  this  laying  down,”’  said  Walsh. 

“If  you’re  dumb  enough  to  try  to  come  over 
here  and  terrorue  us  and  kill  our  people 
again,  you'U  pay  a terrible  price.  We’re  gonna 
be  ready,  we’re  not  gonna  be  terrorized,  and 
we’re  not  gonna  buckle.” 


J 

Pn 

The  Hillsborough  County  sheriff’s  Tactical  Response  Team  approaches  the 
rear  of  the  Boeing  727  jetliner  during  a recent  training  demonstration. 


As  “passengers”  sit  with  hands  folded  on  their  heads,  members  of  the 

sheriff’s  tactical  team  make  their  way  through  the  plane. 

(Photos;  Sl  PetersburgTimet) 


Building  bridges: 


A little  cultural  awareness  goes  a long  way 


Knowmg.not  to  step  on  a prayer  rug  with 
one’s  shoes,  or  pbcmg  somethmg  on  fop  of 
the  Koran,  can  help  law  enforcement  officers 
when  seekmg  coopera  non  from  an  Arab 
Amencan  during  the  course  of  an  mvesuga- 
don,  according  to  Justice  Department 
officials,  who  have  launched  a program 
whose  goal  is  to  help  pobce  and  federal 
agents  gam  familiamy  with  Middle  Eastern 
customs. 

The  program,  sponsored  by  the 
department’s  Community  Rebdons  Service, 
has  trained  2,000  mumcipal  officers, 
immigradon  and  FBI  agents  to  date  in 
vaaous  cides.  But  it  is  just  one  of  a number 
of  measures  the  Justice  Department  is  takmg 
to  raise  awareness  about  Muslims  and  .Arabs. 
Federal  officials  have  anended  town  hall- 
style  meetings  m states  with  brge  Middle- 
Eastern  popubdons,  including  Michigan, 
Flonda  and  Ohio.  In  other  metropolitan 
areas,  FBI  officers  have  set  up  committees 
with  Arab  leaders  to  strengthen  rebuons. 


Soon  a pobce  trainmg  video  will  be  offered. 

Durmg  the  four-hour  course  offered  by 
the  Community  Rebdons  Service,  Lobna 
Ismail,  an  Amencan  of  Egyptian  descent, 
ebuts  comments  from  the  audience  on  what 
stereotypes  society  might  draw  from  her 
garb.  Ismail  is  an  Amencan  busmesswoman 
who  runs  Connecdng  Cultures,  a Silver 
Spring,  Md..  firm  contracted  by  the  Justice 
Department  to  conduct  the  training. 

Interspersed  with  facts  about  the  1 ,400- 
year-old  Isbmic  rebgion  and  culture,  Ismail 
pves  pobce  advice.  For  example,  she  pomts 
out,  many  Nbddlc  Easterners  will  avoid  eye 
contact,  which  they  consider  disrespectful. 
Officers  are  instructed  about  wearing  shoes 
mdoors,  and  not  to  wnte  on  the  Koran. 

At  a presentadon  bst  October  for  an 
audience  of  150  government  officiab  and 
pobce  at  Prince  George's  Community 
College  in  Largo,  Md.,  Ismail  used  a true- 
and-false  quiz.  Readmg  one  statement  that 
says  that  Saudi  Arabia  has  the  world’s  brgest 


Lobna  Ismail 


Musbm  popubtion,  some  yell  out  true.  But 
the  answer  is  false.  “Not  even  close,”  she 
says.  Saudi  Arabb  has  only  18  milbon 
Muslims  as  compared  to  200  milbon  in 
Indonesia. 

‘Things  go  a lot  better  for  us  if  people 
aren’t  mad  at  us,”  Sgt.  Rick  Reynolds,  who  is 
in  charge  of  the  training  for  the  Hagerstown, 
Md.,  Pobce  Department,  told  The  Washing- 
ton Post.  “Our  officers  are  only  human.  If 
they  don’t  know  the  facts  based  on  a 
stereotype,  they  could  draw  the  wrong 


conclusion  about  something  innocent.” 
Moreover,  he  said,  the  training  "helps  you 
understand  what’s  permissible  m a different 
culture  ” 

A similar  type  of  trairung  was  conducted 
in  Utah  by  the  Justice  Department  bst 
summer.  Shuaib-Ud  Din,  the  imam  at  West 
Valley  City’s  Khadeeja  mosque,  participated 
in  a one-day  session  that  focused  on  training 
bw-cnforcement  agencies  to  interact  with 
Musbm  communities.  It  also  taught  Musbm 
leaders  how  best  to  present  Middle  Eastern 
culture  to  pobce. 

The  Utah  program  was  also  sponsored  by 
the  Community  Relations  Service.  Phibp 
Arreola,  director  of  the  C.R.S.’s  Denver 
office,  said  it  vitas  “determined  that  it  would 
be  helpful  to  provide  awareness  in  a consis- 
tent fashion.” 

The  efforts  in  Utah  and  in  other  states 
have  been  received  positively  by  Arab 
American  and  Musbm  leaders. 

“Despite  all  the  outcry  against  the  FBI, 
among  the  federal  agencies. . it  has  been  the 
most  sensitive  to  issues  of  civil  bbertics,” 
said  Muzaffar  Chishti,  a New  York  Univer- 
sity law  professor  who  has  compiled  a 
highly-critical  report  on  domestic  anti- 
terrorism pobcies.  Chishti  told  The  Post  that 
he  bebeved  criticism  of  the  bureau  during 
the  civil-rights  movement  during  the  1 960s 
provided  an  incentive  for  it  to  become 
"more  sensitive-” 


Put  more  bulk  in  your  reading  diet.  . . 

Law  Enforcement  News  is  available  on  a limited  basis  for  bulk 
distribution  to  professional  conferences,  training  groups,  college 
classes  and  other  gatherings.  For  more  information  on  how  you 
can  help  improve  the  reading  diet  of  your  colleagues,  contact 
the  Circulation  Department  at  (212)  237-8442. 
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Practice,  practice,  practice. . . 


told  The  Associated  Press  that  it  was  "not 
crippling  by  any  stretch.” 

A precise  reading  on  the  Ectional 
radioactive  plume  — a goal  of  the  drill  — 
was  difficult  to  obtain,  Kimcrer  said,  as 
ofbcials  wailed  for  computet  models  to 
develop.  But  that  did  not  hurt  decision- 


ducted  in  October  at  the  Pentagon's  Nanonal 
Defense  University.  The  tabletop  drill 
simulated  the  simultaneous  release  of 
anthrax  in  different  type  of  aerosols  m 
various  cidcs.  In  addition  to  some  three 
dozen  senior  ofBcials,  it  was  attended  by 
Tom  Ridge,  the  Secretary  of  Homeland 
Security,  Norntun  Y.  Nlmetta,  the  Secretary 
of  Transportation,  and  John  Gordon,  head 
of  the  White  House’s  Homeland  Security 
Council. 

The  tabletop  exercise,  code-named  Scarlet 
Cloud,  determined  that  improved  plans  for 


Seattle  firefighters  monitor  for  radiation  in  the  aftermath  of  a mock  “dirty 
bomb”  explosion  during  the  two-city  terrorism  response  drill  last  May. 


making  in  the  6eld,  he  noted,  saying  that  in 
most  cases,  incident  commanders  assumed 
the  plume  area  to  be  larger  than  it  was. 

"We'd  rather  do  that  than  guess  wrong 
and  expose  people  to  some  risk,”  he  said. 

In  Chicago,  the  drill  exposed  a senous 
shortage  of  medical  supplies  and  hospital 
rooms,  according  to  the  report.  Sixty-four 
hospitals  in  Illinois  partiapated  in  the  drill. 

A follow-up  to  the  exercise  was  con- 


delivenng  antibiotics  and  vaccines  for  a 
deadly  agent  needed  to  be  developed.  The 
government  also  needed  to  create  better 
plans  for  tracking  potentially  contaminated 
people  and  produce  in  such  an  emergency. 
The  New  York  Times  reported. 

The  drill  “showed  that  we  are  a lot  better 
off  today  than  we  were  two  years  ago  before 
9/11,”  a senior  federal  ofBcial  told  The 
Times.  “It  also  showed  that  there  has 


Despite  problems^  terror 
drill  viewed  as  a success 


Despite  widespread  communication 
problems  and  confusion  among  emergency 
personnel,  a major-disaster  drill  conducted  in 
Seattle  and  Chicago  last  May  has  been 
deemed  a success  by  a summary  report  from 
the  Department  of  Homeland  Security. 

Called  TopOff  2,  the  two-pronged 
exercise  was  the  nation's  largest  terrorism 
drill.  In  Seatde,  police,  hrefighters  and  other 
first-responders  dealt  with  the  simulated 
explosion  of  a "ditty  bomb”  and  a plume  of 
radioactive  materials.  The  readiness  drill  then 
shifted  to  Chicago,  where  the  terronsts 
responsible  for  the  explosion  unleashed  a 
deadly  plague  A plane  crash  and  the  capture 
of  the  terrorists  was  also  part  of  the  script. 

While  a detailed  DHS  report  on  TopOff 
2,  which  was  issued  in  December,  remains 
classified,  a 15-page  summary  said  the  drill 
“provided  a tremendous  learning  experi- 
ence,” particularly  for  an  agency  that  was 
only  a few  months  old  when  the  exercise 
took  place. 

The  five-day  drill  cost  an  estimated  $16 
million  and  involved  mote  than  8,500  people 
from  100  federal,  state  and  local  agenaes, 
the  Red  Cross,  and  the  Canadian  govern- 
ment. Agents  from  the  Department  of 
Homeland  Security,  the  FBI  and  the  Centers 
for  Disease  Control  and  Prevention  handled 
phones  at  a regional  operabon  center. 

Whatever  problems  occurred,  said  the 
report,  were  likely  caused  by  communica- 
tions issues.  There  was  a “lack  of  a robust 
and  efficient  emergency  commumcabons 
infrastructure,”  the  summary  said.  The 
biggest  problem  was  handling  the  unexpect- 
edly large  volume  of  calls. 

Uncertainty  reigned  during  much  of  the 
drill,  as  officials  decided  whether  to  raise  the 
threat  level  of  a specific  area,  reopen  public 
transportation  systems  or  declare  an 
emergency. 

Seattle  Deputy  Police  Chief  Clark 
Kimcrer  acknowledged  the  confusion,  but 


A U.S.  first,  NYPD  gains  global 
reach  through  Interpol  database 


The  New  York  City  Police  Department 
will  be  the  first  law  enforcement  agency  in 
the  nabon  to  have  direct  access  to  Interpol's 
1-24/7  network,  a high-tech  tool  for  fighung 
crime  and  terrorism  that  contains  the 
mternabonal  crime-fighting  organizabon’s 
databases. 

With  access  to  the  encrypted  network, 
officers  can  instantly  obtain  fingerprints, 
photographs  and  other  details  about  persons 
they  have  detained.  These  may  include 
whether  the  suspect  has  a stolen  passport,  or 
is  wanted  for  criminal  acbvity  anywhere  in 
the  world,  said  Interpol’s  General  Secretary, 
Ronald  K.  Noble. 

“(9ne  issue  that’s  very  important  for 
police  officers  around  the  world  is  when  they 
stop  someone  on  the  street,  for  them  to 
know  whether  that  person  is  known  to  police 
anywhere  in  the  world,  to  know  the  charac- 
tcnstics  of  that  criminal  record  that  the 
person  might  have  and  to  know  whether  the 
person  is  being  acbvely  searched,”  he  said  at 


Interpol’s  Terronsm  Awareness  Conference 
hosted  in  November  by  the  NYPD. 

The  1-24/7  uses  Internet  technology  to 
link  Interpol’s  181  member  nabons  to  its 
databases.  Eighty  members  are  already 
connected,  and  the  remaining  ones  should  be 
bnked  byjune.  AU  police  departments  in  the 
United  States  will  eventually  be  in  the 
system,  said  Noble. 

''What  has  become  obvious  in  the  war  on 
terror  is  that  the  major  cibes  of  the  world 
have  emerged  as  the  true  front  lines,”  said 
Pobcc  Commissioner  Raymond  W.  Kelly. 
"They  are  both  the  Ukebest  source  of 
criminal  finances  and  support  for  tcrronsi 
groups  as  well  as  the  bkeUest  targets.” 

Estabbshing  and  maintaining  relation- 
ships around  the  world  are  vital  since  Sept. 

1 1 , said  Noble.  In  2000,  Interpol  idcnnficd 
219  suspected  terrorists;  m 2003,  that  figure 
soared  to  1,489. 

It  is  not  any  specific  threat,  but  the 
growing  presence  of  terror-related  organiza- 


Qons  abroad  that  has  the  N\TD  parbculatly 
concerned,  said  David  Cohen,  the 
department’s  deputy  commissioner  for 
intclbgence. 

“What  are  they  doing  about  it?  How  do 
they  define  it?  How  do  they  understand  it?” 
he  asked.  “What  arc  the  methods  of 
operabon?  So  we  can  bring  that  back  to  the 
NYPD  and  better  posibon  ourselves  to 
prevent  an>^hlng  from  happening  here." 

One  pobey  change  that  Interpol  has 
instituted  recently  is  that  ted  notices,  a 
wanted  bst  for  people  who  belong  to 
terrorist  groups,  can  now  be  issued  for  group 
members  who  have  not  committed  a 
terronst  act.  Pnor  to  the  change,  a person 
needed  to  be  charged  with  a crime  before  a 
red  notice  could  be  issued. 

‘This  IS  a new  and  important  pobey 
change  that  will  help  pobcc  around  the  world 
keep  citizens  safer  by  helping  pobcc  appre- 
hend and  extradite  terronsts  before  they 
commit  terrorist  acts,”  Noble  said. 


definitely  been  a fast  Icarning^curvc  on 
biotcrronsm.” 

A number  of  terronsm  exercises  have 
been  conducted  around  the  country  over  the 
past  several  months,  including  a staged 
terronst  attack  along  the  U.S.-Mexico  border 
in  November  that  involved  approximately 
1,200  people  from  72  Amencan  and  Mexican 
agencies. 

Dunng  the  first  day  of  the  three-day  drill, 
a &ke  suicide  bomber  blew  himself  up  inside 
an  inspeebon  compound  at  the  Manposa 
port  of  entry  in  Nogales.  The  bbst  set  off 
other  vehicle  fires  and  a release  of  fake 
chlonne  gas  from  another  truck. 

Over  the  next  two  days,  authontics 
focused  on  deabng  with  victims  — played  by 
local  students  — theu  famibes  and  first 
responders,  and  identifying  the  dead  More 
than  150  business  and  government  officials 
from  both  countnes  met  in  Tucson  to 
discuss  the  commercial  impact  of  shutting 
down  the  border  of  any  length  of  time. 

The  availabibty  of  federal  aid  was  also 
discussed,  according  to  Frank  Navarette, 
director  of  Arizona's  Department  of 
Homeland  Security. 

A mock  cyber-terronst  attack  took  pbee 
in  Nueces  County,  Texas,  last  September, 
although  it  was  only  in  January  that  the 
pubbe  was  informed  that  a loss  of  power  to 
traffic  bghes  and  large  retail  stores  and 
homes  in  the  area  was  part  of  a drill. 

The  secrecy  surrounding  the  exercise,  and 
Its  outcome,  has  become  an  issue  While  the 
Nueces  Electric  Coopera nve  will  be  pn%7  to 
a report,  the  pubbe  will  not. 

Nueces  Elcctnc  debvers  power  generated 
by  the  South  Texas  Elcctnc  Cooperative  to 
about  9.000  commercial  and  residential 
customers  in  eight  South  Texas  counucs.  Its 
network  is  part  of  a naaonwide  power  gnd. 

Employees  were  not  told  that  they  were 
participating  in  a drill.  They  were  fed  false 
data  and  ficQonal  news  about  nabonal, 
mternabonal  and  local  events.  The  exercise 
lasted  for  eight  hours. 

Mark  Fabro,  chief  security’  scientist  for 
the  Virginia-based  Amencan  Management 
■ Systems,  the  firm  contracted  by  the  state  to 
conduct  the  drill,  said  disclosing  specific 
lessons  learned  dunng  the  cxcrasc  would 
only  increase  the  power  gnd’s  vulnerabibty. 

‘This  was  a detailed  exercise  deabng  with 
highly  sensitive  mformaaon  about  a part  of 
the  country’s  critical  mfrastiucturc,”  he  told 
The  Corpus  Chnsu  Caller-Times  ‘There  arc 
some  thmgs  that  cannot  be  revealed  because 
of  nabonal  security  concerns.  But  I assure 
you  that  these  exercises  are  tremendously 
useful  tools.” 

Nor  can  the  results  be  made  pubbe 
compulsorily  under  the  Freedom  of  Infor- 
mation Act.  A homeland  security  bill  passed 
by  the  Texas  Legislature  last  year  includes  an 
exempDon  for  documents  that  include 
mformation  on  the  assembly  of  weapons, 
encryption  codes,  and  documents  that  reveal 
technical  details  about  mfrastructure 
vulnerabibty. 

In  some  cases,  drills  went  too  web. 
Security  guards  at  the  Y-12  nuclear 
weapons  plant  in  Oak  Ridge,  Tenn.,  repelled 
four  simulated  terronst  attacks.  Their 
performance  was  so  outstandmg,  m fact,  that 
It  led  to  an  mternal  mvcsQgauon  which 
uncovered  that  the  employees  had  cheated. 
Two  of  the  guards  had  apparendy  seen  the 
attack  scenanos,  thus  making  the  drills 
“tainted  and  unreliable,”  said  a spokesman 
for  the  Energy  Department's  mspcctor 
general. 
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special  education: 


Universities  do  their  part  in  anti-terror  effort 


The  nation’s  6rst  ano-retronsm  research 
center  opened  m January  at  the  University  of 
Southern  Californu,  one  of  70  schools  that 
competed  for  a grant  of  $12  million  from 
the  Department  of  Homeland  Sccunty  to 
develop  the  Polity. 

Around  the  country,  money  is  being 
avii-arded  to  universides  and  community 
colleges  for  curriculums  and  programs  that 
teach  homeland  secuncy  studies- 

'There’s  a need  to  bring  up  a generation 
of  students  who  can  deal  with  this  whole 
new  environment  of  homeland  secunty,” 
Dedof  von  VClnterfeldt,  the  center’s  co- 
director, told  The  Copley  News  Scrvicc- 
"The  skills  needed  at  the  national  and  state 
level  to  deal  with  these  threats  require  new 
ways  of  teaching  and  thinking.” 

The  Homeland  Secunry  Center  for  Risk 
and  Economic  Analysis  of  Terronsm  Events 
at  us  e will  focus  on  idenufying  potential 
targets,  including  the  protecDon  of  key 
infrastructure  such  as  water  lines,  trains, 
computer  systems  and  rcservoirs. 

New  software  will  be  developed  that  can 
create  models  of  a parocuiar  terrorist 
scenana  Researchers,  for  instance,  would  be 
able  to  anal)’ze  an  event  like  a dirty  bomb 
attack  on  the  Los  Angeles  Harbor  Area  from 
begmiung  to  end. 

Over  the  next  year,  researchers  will  review 
existing  methods  for  assessing  levels  of 
threat  and  vulnerability,  to  come  up  with  best 
practices  in  those  areas,  said  von  VClnterfeldt. 

A related  graduate  degree  program  is 
being  developed  by  U.S.C.  which  will  allow 
students  to  draw  on  the  research  being  done 
at  the  center,  The  program,  which  is  not 
being  funded  by  the  Department  of 
Homeland  Security,  will  have  five  core 
classes  including  pubbe  pobey  economics, 
nsk  assessment  and  decision  analysis.  Cyber- 
secunty  and  the  envuonment  are  two  of  the 
areas  students  will  able  to  specialize  in. 

The  center’s  goal  is  to  find  ways  of 
protecting  targets,  and  analyze  the  cost  of 
both  prevenang  and  recovering  from  attacks. 
The  Copley  New  Service  reported.  After 
Sept.  11,  deusions  were  made  quickly,  said 
Randolph  Hall,  the  center’s  other  co-director 
and  an  associate  dean  in  the  U.S.C.  School  of 
Engincenng. 


A Federal  Law  Enforcement  Training 
Center  is  being  created  on  a site  at  the 
former  Charleston  Naval  Base  that  currendy 
houses  a U.S.  Border  Patrol  training  academy. 

The  250-acre  enclave  at  the  base’s 
southern  end  will  include  new  dormiiones, 
finng  ranges,  physical  trairung  facibties, 
classrooms  and  office  spaces,  said  Gene 
Coon,  Its  newly  appointed  director.  When 
completed,  the  FLETC  will  provide  training 
for  1 ,000  students  and  increase  federal 
spending  there  by  $26  milbon. 

Since  1997,  when  then-Attorney  General 
Janet  Reno  gave  her  approval  for  the  Border 
Patrol  Academy  to  be  opened  at  the  base, 

$40  milbon  has  been  spent  to  create  that 
facibty.  The  Border  Patrol  was  taken  over  by 
the  Department  of  Homeland  Security, 
wduch  also  acquired  the  Federal  Law 
Enforcement  Training  Center  in  Glynco, 

Ga  , where  training  u provided  to  as  many  as 
75  agencies. 


“Now  we’ll  have  the  time  to  really  study 
them,’’  he  said. 

The  center  is  the  fiirst  of  10  that  will  be 
funded  by  the  federal  government  under  the 
Homeland  Secunty  Act  of  2002.  Although  it 
initially  provided  for  the  creation  of  one 
such  facibty,  officials  subsequendy  deaded 
that  mulople  centers  that  could  take  advan- 
tage of  the  nation’s  academic  resources 
would  be  more  effective. 

The  next  two  centers  will  examine  threats 
to  and  protections  for  the  country’s  food 
supply,  said  Michelle  Petrovich,  a spokes- 
woman for  the  Homeland  Secunty 
Department’s  science  and  technology 
division. 

Among  the  other  projects  at  academic 
insdrudons  being  funded  by  the  federal 
government  is  a Nbdwest  regional  center  for 
the  study  of  infectious  diseases  and 
bioterionsm,  which  will  be  anchored  in 
Missouri  at  V(^ashington  University  and  the 
St.  Louis  Umversity  School  of  Medicine. 

The  center,  which  will  be  launched  with  a 
$35-milbon  grant  from  the  Department  of 
Health  and  Human  Services,  will  focus  on 
bioterrorism  and  lurural  infections.  It  will 
concentrate  on  “select  agents”  that  could  be 
used  as  biological  weapons,  such  as  smallpox, 
anthrax  and  pbgue,  according  to  Dr.  Samuel 
L.  Stanley  Jr.,  a medical  professor  at  Wash- 
ington University  who  will  direct  the  center. 

Over  the  next  five  years,  the  federal 
government  plans  to  spend  $350  milbon  on 
similar  projects.  In  addition  to  the  two 
universiaes  in  St.  Louis,  the  Midwest  center 
will  include  the  University  of  Missouri  at 
Columbia,  the  Midwest  Research  Institute  of 
Kansas  City  and  Case  Western  Reserve 
University  in  Clevebnd. 

Groundbreaking  work  has  already  been 
done  on  smallpox  by  researchers  at  St.  Louis 
University.  The  new  research  wiU  focus  on 
idenofy’ing  genetic  factors  that  could  lead  to 
adverse  reactions  to  the  smallpox  vaccine, 
said  Dr.  Robert  Belshc,  director  of  the 
Center  for  \'accine  Development  and 
associate  director  of  the  new  center. 

In  the  event  that  a new  pathogen 
emerges,  such  as  the  SARS  virus,  Stanley  said 
the  center  would  drop  what  it  was  doing  and 
assist  in  defense  against  the  organism.  Center 


Over  the  next  several  years,  a growing 
number  of  federal  agents  will  receive  their 
miQal  training  at  the  old  Charleston  Navy 
base,  Coon  told  The  Post  and  Couner 
newspaper  Training  for  Border  Patrol 
officers  will  then  slowly  revert  to  the  center 
in  Glynco.  The  Border  Patrol  has  125  to  150 
instructors  and  staff  officers.  The  Coast 
Guard  and  U.S.  Probabon  and  Pretrial 
Services  vmll  eventually  send  75  to  100  staff 
officers  to  the  Charleston  facibty,  along  with 
new  trainees. 

“We’re  also  interested  in  working  with 
local  law  enforcement  agencies,”  Coon  said. 
“We  can  provide  training  they  can’t  get 
elsewhere.” 

Along  with  the  Border  Patrol  Academy, 
the  sue  is  also  home  to  the  U.8.  State 
Department’s  finance  and  passport  centers,  a 
Coast  Guard  vessel  maintenance  center  and 
a National  Oceanic  and  Atmosphenc 
Administraaon  facibty.  The  Charleston 


organizers  have  also  earmarked  $500,000  a 
year  for  grants  to  support  researchers  who 
want  to  enter  the  biodefense  field.  It  would 
fund  five  to  10  small  grants  annuaUy  for 
saenQsts  in  academia  and  industry,  he  said. 

Eight  regional  centers  will  be  estabbshed, 
each  with  a lead  institution  and  affibates. 
They  include  Duke  University;  Harvard 
University  Medical  School;  the  New  York 
State  Department  of  Health;  the  University 
of  Chicago;  the  University  of  Maryland  at  ' 
Baltimore;  the  University  of  Texas  Medical 
Branch  (Galveston),  and  the  Uruversity  of 
Washington. 

In  New  York  State,  $500,000  in  federal 
funds  was  awarded  last  May  to  help  expand  a 
software  program  developed  at  Syracuse 
Uruversity’s  School  of  Information  Studies, 
which  can  search  and  translate  documents 
wntten  in  Arabic,  Urdu,  Farsi  and  other 
Middle  Eastern  languages  through  quesQons 
wntten  in  Engbsh. 

The  Cross-Language  Information 
Retnevai  system  can  already  translate 
documents  wntten  in  Sparush,  French, 
Japanese  and  Chinese. 

“We’re  talking  about  groundbreaking, 
cutting-edge  technology  that’s  going  to  make 
us  all  safer,”  said  Senator  Charles  Schumer 
p.-N.Y). 

Other  grants  include: 

51  $9  milbon  from  a State  Department  and 
Pentagon  anti-terronsm  group  to  the 
University  of  Cabfotnia  at  San  Diego  for  the 
world’s  first  blast  simulator.  The  laboratory 
will  recreate  the  extreme  shock  waves 
explosions  cause  without  an  actual  explo- 
sion. It  wib  enable  researchers  to  study  how 
buildmgs  can  be  built  to  survive  terronst 
attacks. 

51  Two  grants  totabng  $1  milbon  to  help 
Ohio  State  University  build  a new  facibty  in 
Wooster  to  research  pathogens  that  could  be 
used  in  bioterronsm. 

51  A $1.5  milbon  grant  from  New  York 
State  to  create  the  Strategic  Center  for  Port 
and  Mantime  Secunty  at  the  State  University 
of  New  York  Mantune  in  the  Bronx.  The 
program  wiU  include  research  and  develop- 
ment of  sccunty  and  supply-chain  integnty 
systems,  according  to  a report  by  The  (New 
York)  Daily  News.  Undergraduate  and 


Naval  Complex  Redevelopment  .Authority, 
the  state  agency  in  charge  of  reuse  of  the 
base,  has  abeady  begun  removing  private 
comparues  that  hold  leases  within  the 
compound. 

Coon  said  his  first  order  of  business  will 
be  to  secure  the  site. 

‘That’s  my  first  pnonty,”  he  said.  “We’ll 
be  constructing  a security  penmeter  around 
the  federal  enclave  so  anyone  who  isn't 
authorized  to  be  there  can’t  drive  into  the 
enclave.” 

The  site  will  fall  under  the  junsdicuon  of 
the  North  Charleston  Pobce  Department, 
although  some  tenants  wib  provide  their  own 
security. 

In  addition  to  the  perimeter  fence,  the 
base’s  former  post  office  wib  be  converted 
into  a visitors’  center,  said  Coon.  “We’U  be 
demobshing  some  old  buddings  and 
renovating  others,”  he  said.  “We’re  a 
permanent  establishment  at  the  base  now.” 


graduate  degree  programs  in  security 
education  and  training  wib  also  be  created. 

Two-year  coUeges  have  not  been  left  out, 
either.  Under  a proposal  by  the  Bush 
administration,  $250  milbon  in  grants  would 
go  to  community  cobeges  and  technical 
schools  that  have  forged  ties  with  local 
Employers. 

Cuyahoga  (Ohio)  Community  CoUege 
president  Jerry  Sue  Thornton  said  her 
school’s  sbee  of  the  pie  would  go  toward 
creating  a pubbe-safety  center  for  law 
enforcement  and  health  care  workers. 
Research  shows  that  those  involved  in 
homeland  secunty  need  additional  training, 
she  told  The  Cleveland  Plain  Dealer. 

The  Amencan  Association  of  Commu- 
nity CoUeges  in  January  announced  it  would 
appoint  a 21-member  task  force  on  home- 
land secunty  training  for  first  responders. 

CaUed  the  *A.\CC  Ad  Hoc  Task  Force  on 
Homeland  Secunty,  the  panel  compnses  18 
community  coUege  presidents  and  three 
senior  speciabsts  at  institutions  with  ad- 
vanced programs  in  defense  and  secunty. 

The  group  wib  coordinate  existing  homeland 
security  curriculums  and  define  a long-term 
strategy. 

“What  they’re  looking  for  are  colleges 
that  would  respond  as  leaders  in  homeland 
security,”  said  Frances  White,  president  of 
Skyline  CoUege  in  San  Bruno,  Cabf,  who 
was  appointed  to  the  panel.  “It’s  certainly  a 
great  opportunity  for  our  coUege  district.” 

Fla.  officials 
urge  public 
to  send  in 
terror  tips 

The  pubbe  should  not  be  shy  about 
phoning  in  tips  when  they  witness  suspicious 
or  unusual  activities  they  bebeve  could  be 
connected  to  terrorism,  say  Flonda  law- 
enforcement  officials. 

“It’s  a good  thing  that  people  take  the 
time  to  caU,”  said  Mark  Dubina,  an  agent 
with  the  Flonda  Department  of  Law 
Enforcement  who  works  with  a regional 
anti-terror  task  force. 

Even  if  they  do  not  help  prevent  a 
terrorist  act,  phone  tips  can  uncover  other 
crimes,  Dubma  told  The  Tampa  Tribune. 
There  have  been  several  instances  when  such 
tips  led  pobce  to  immigration  fraud  or  drug 
activity. 

“There’s . . a role  for  the  average  citizen,” 
said  Nbami  Pobce  Chief  John  Timoney  in  an 
interview  with  CBS  News  dunng  the  Code 
Orange  alert  in  December.  “You  rrught 
remember,  five  out  of  the  19  hijackers  bved 
nght  here  for  a fuU  year  prior  to  9/11  and 
bved  amongst  us,  if  you  wib.  And  so... the 
average  citizen  needs  to  be  on  alert  also. 

They  must  relax  and  enjoy  themselves,  but  if 
they  sec  something  that  draws  their  atten- 
uon,  that  is  suspicious,  by  aU  means  caU  911. 
Don’t  be  embarrassed  if  it  doesn’t  work  out 
to  be  what  you  thought  it  was.  No  harm,  no 
foul.  Let  the  pobce  check  it  out.” 

During  the  orange  alert,  Miami  pobce 
maintained  a visible  presence  around  the  city, 
in  addition  to  coverage  at  the  airport  and 
seaport,  said  Timoney.  Other  locations  were 
visited  hourly  by  patrol  supervisors  or  other 
officers,  he  said. 


FLETC  does  the  Charleston,  with 
plan  for  new  S.C.  training  facility 
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What's  old  is  new  again: 


Shaking  things  up  at  borders  & entry  ports 


A dog  and  his  handler  add  to  the  patrol  capabilities  at  a port  of  entry  along 
the  U.S.  border  with  Mexico. 


As  one  anO-terronsm  measure  ended  m 
December,  another  began  in  January. 

Beginning  in  January,  foreigners  required 
to  have  visas  to  enter  the  country  were 
digitally  hngerpnmed  and  photographed  at 
Its  airports  and  14  shipping  terminals  under 
a new  program  ordered  by  Congress  after 
the  Sept  1 1 attacks. 

Called  US-VISIT,  for  United  States 
Visitor  and  Immigrant  Status  Indicator 
Technology,  the  program  replaced  a contro- 
versial initiative  that  required  Middle 
Easterners  in  the  U.S.  from  25  predomi- 
nantly Muslim  countries  to  register  with  the 
federal  government. 

On  Jan.  5,  some  27,420  foreigners  were 
fingerpnnted  and  photographed  between 
5:30  A.M.  and  6 PM.,  according  to  ofEcials 
from  the  Department  of  Homeland  Security. 
The  new  procedure  allows  Customs  ofBcials 
to  instantly  venfy  visitors'  idenoues,  and 
check  their  backgrounds  to  see  if  they  are  on 
any  watch  Usts  of  suspected  terronsts  or 
criminals.  Most  foreigners  who  visit  here  will 
already  have  their  photographs  on  Ele,  and 
some  their  Gngerpnnts,  from  when  they 
appbed  for  a visa. 

In  a news  conference  at  Atlanta’s 
Harts&eld  InternadonaLVirport,  Homeland 
Security  Secretary  Tom  Ridge  said  that  21 
foreigners  were  found  to  be  on  watch  bsts  in 
a two-month  pilot  test  of  the  program. 

Some  were  wanted  for  crunes  such  as  rape, 
while  others  had  false  documents. 

Three  visitors  were  found  to  be  on  watch 
bsts  on  the  program's  first  day,  but  they  were 
cleared  of  suspicion  upon  further  investiga- 
tion, said  Dennis  Murphy,  director  of 
communications  for  the  Department  of 
Homebnd  Secunty. 

Officials  said  the  process  slows  the  fines 
through  customs  booths  by  only  a minute  or 
so.  “So  far  it’s  going  well,"  Robert  C.  Bonner, 
commissioner  of  Customs  and  Border 
ProtecQon,  told  The  New  York  Times.  “We 
are  going  to  monitor  wait  times  very  closely 
just  to  make  sure  there  aren't  any  extraordi- 
nary hornd  delays." 

Border  agents  will  take  the  photographs 
using  digital  cameras  on  desktop  tnpods,  and 
electronic  fingerprint  machines  will  collect 
biomctnc  information.  An  estimated  24 
million  visitors  who  come  to  the  U.S. 
annually  will  be  scanned  at  booths,  including 
some  in  Canada,  Ireland  and  the  Caribbean. 

By  the  end  of  2004,  foreigners  will  also 
be  required  to  check  out  when  they  leave  to 
ensure  that  they  do  not  overstay  their  visas. 


Their  documents  and  fingerprints  will  be 
scanned  at  automated  airport  kiosks.  The 
nation's  1 56  land-border  crossings  are 
scheduled  to  have  the  same  program  m place 
by  the  end  of  next  year. 

According  to  the  Department  of 
Homeland  Secunty,  the  fingerprints  and 
photographs  will  create  a database  for  law 
enforcement  Securely  stored,  they  will  be 
made  available  only  to  authorized  officials  on 
a need-to-know  basis. 

Visitors  from  27  countnes  deemed  at 
low-nsk  for  harbonng  terronsts,  including 
Canada,  Austraba,  Japan,  New  Zealand, 
Singapore  and  most  European  nations,  will 
be  exempt  from  the  program  if  their  stay  as 
tounsts  is  under  90  days. 

In  December,  the  federal  government 
ended  the  National  Secunty  Entry  Exit 
Rcgistrauon  System,  which  had  drawn 
cnacism  from  civil  bbetoes  groups.  A total 
of  83,519  foreign  visitors  compbed;  none 
have  been  charged  with  terrorism-related 
comes,  although  more  than  13,000  could 
face  deportation  because  they  overstayed 
their  visas.  Some  143  were  jailed  after  it  was 
found  they  were  wanted  for  other  crimes. 

Homeland  Secunty  Undersecretary  Asa 
Hutchinson  said  the  program  “didn’t  yield 
sufficient  leads”  to  jusofy  the  expense.  The 
government,  he  said,  would  focus  on 
individuals,  rather  than  “whole  categones” 
of  people. 

Nevertheless,  visitors  from  25  “countnes 
of  concern"  will  face  addioorul  scrutiny 
when  they  enter  or  leave  the  U.S. 

Security  efforts  are  merging  along  the 
nation's  borders,  and  while  some  have 
applauded  the  combining  of  forces,  others 
have  voiced  concerns  that  individual 
agencies'  expertise  is  being  sacnficed  to  a 
one-size-fits-all  nobon  of  secunty. 

A cross-border  enforcement  effort 
between  the  U.S.  and  Canada  launched  in 
1996  to  stem  drug  smuggling  in  Washington 
state  has  proved  to  be  an  uutiadve  ahead  of 
its  bme,  said  Roy  A.  Hoffinan,  head  of  the 
Immigrabon  and  Customs  Enforcement 
(ICE)  office  in  Blame,  Wash. 

Called  the  Integrated  Border  Enforce- 
ment Team,  the  units  consist  of  members 
from  ICE,  the  FBI,  the  Bureau  of  Alcohol, 
Tobacco,  Firearms  and  Explosives,  the  Secret 
Service,  the  Royal  Canadian  Mounted  Police, 
Canada  Customs,  the  Drug  Enforcement 
AdministraQon,  and  local  pobce  departments 
on  both  sides  of  the  border. 

“We  didn’t  have  the  manpower”  to  catch 


smugglers  and  illegal  abens,  Hoffinan  told 
The  Washington  Times,  “and  a deasion  was 
made  early  to  take  advantage  of  the  border 
to  address  cross-border  crime,  and  that 
meant  workmg  together  and  shatmg  both 
the  credit  and  the  blame.  From  a prosecuDon 
standpomt,  it  also  proved  effecQve  since  we 
all  had  a vested  mterest.” 

The  teams  are  set  up  m 14  locations  along 
the  4,121-mile  border.  They  now  also*hunt 
for  terrorists  and  weapons  of  mass  descruc- 
aon.  Smee  Sept.  1 1 , IBET  uruts  have 
received  such  equipment  as  nJght-vision 
devices,  computers,  global  posibonmg 
systems,  sensor-systems,  and  automaoc 
personnel  and  vehicle  locators. 

In  Laredo,  Tex.,  some  have  complamcd 
that  combinmg  the  Customs  Service,  the 
ImmigraDon  and  Naturalization  Service,  the 
Border  Patrol  and  the  Department  of 
Agnculture’s  Quarantine  InspecQons  urut 
into  the  Customs  and  Border  Protection 
agency,  a single  entity  under  the  Department 
of  Homeland  Secunty,  will  weaken  secunty 
rather  than  bolster  it. 

‘The  way  they  want  to  combine  all  these 
agencies,  it's  diluting  our  specialbes,  what  we 
were  trained  to  do,”  Maunao  \’idaurn,  a 
senior  customs  inspector  and  president  of 
the  local  chapter  of  the  Nadonal  Treasury 
Employees  Union,  said  in  an  interview  with 
The  San  Antonio  Express-News.  "Really,  all 
you  need  to  do  it  give  us  more  sta  ffing  and 
more  funding  You  don't  see  the  government 
combining  the  armed  forces." 

CBP  officers  will  perform  the  primary 
inspection  of  people  entering  the  US.  It  will 
be  their  decision  as  to  whether  further 
mspecQon  of  vehicle  or  individuals  is 
necessary. 

Charles  Showalter,  vice  president  of  the 
Department  of  Homeland  Secunty  Council 
1 17,  which  represents  roughly  17,000 
immigration  employees,  told  The  Express- 
News  that  he  feared  the  subsQtution  of  old- 
school  customs  officers  for  immigration 
officers.  ‘They  haven’t  been  given  the  tools 
and  the  resources  they  need  to  do  hardcore, 
front-fine  immigration  work,”  he  said.  "It's 
like  asking  a plumber  to  do  carpenuy  work." 

Other  measures  taken  to  improve  border 
secunty  include 

^ A collaborative  effort  by  the  Detroit 
Pobce  Department.  Border  Patrol,  DE.\. 
Immigraoon  and  Customs  Enforcement, 
Canadian  Pacific  Railway  pobce  and  the 


Detroit/Wayne  County  Port  Authonty  is 
targeting  trucks  and  trains  hauling  contra- 
band from  Canada  to  the  US.  The  Border 
Enforcement  Secunty  Team  officers  will 
perform  inspections  on  commercial  trucks. 
The  mioanve  will  be  paid  for  with  a $3- 
milbon  federal  grant. 

5[  Tnbal  governments  arc  seeking  an 
amendment  to  the  Homeland  Secunty  Act 
that  would  make  them  dirccdy  eligible  for 
funding,  instead  of  having  to  wait  for 
allocations  from  the  state.  In  Arizona,  the 
Tohono  O’odam  Nation  controls  75  miles 
of  border  — the  largest  stretch  of  border  in 
the  nation  — but  has  received  no  moncy. 
“We  ourselves  arc  sovereign  nations  and  as 
such  we  need  to  have  the  resources  come 
directly  to  us,”  tnbal  Chairwoman  Vivun 
Juan-Saunders  told  The  Associated  Press  ’’ 
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Homeland  Security  Secretary  Tom  Ridge  (1.)  helps  out  with  the  fingerprinting 
of  an  arriving  foreign  visitor  at  Atlanta’s  Hartsfield-Jackson  airport  on  Jan.  5. 
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It's  not  a nuke,  but  . . 


"Dirty  bomb"  seen  creating  mass  havoc 


While  a *‘dirn’  bomb”  might  not  cause  the 
ti'pc  of  mass  casualoes  that  a nuclear, 
chemical  or  biological  weapon  would  if 
unleashed  in  a U S.  city,  such  a weapon, 
formally  known  as  a radiological  dispersion 
device,  could  result  in  dozens  if  not  hun- 
dreds of  fatalities  and  cause  massive 
financial  losses,  according  to  a year-long 
study  funded  by  the  Pentagon 

‘The  threat  of  a radiological  attack  on 
the  United  States  is  real,  and  terronsts  have  a 
broad  palette  of  [radiological]  isotopes  to 
choose  fiom,”  said  the  report  by  the  Center 
for  Technology  and  National  Security  Policy 
at  the  National  Defense  Uruvcrsity.  “It  could 
cause  tens  to  hundreds  of  fatalities  under  the 
nght  circumstances,  and  is  essentiaUy  certain 
to  cause  great  panic  and  enormous  economic 
losses.” 

The  study  was  released  in  mid-January, 

)ust  days  after  counterterrorism  officials 
revealed  to  The  New  \'ork  Post  that  a 
worldwide  manhunt  had  been  launched  for 
Al  Qaeda’s  master  bombmaker.  Midhat 
Mursi.  The  Bush  administraaon,  the  officials 
said,  secretly  dispatched  Department  of 
Energy  radiological  detection  teams  to  New 
York.  Las  N egas,  Los  Angeles  and  Washing- 
ton over  New  Year’s  Eve. 

Mursi  IS  a chemical  engineer  who 
intelligence  officials  say  headed  Al  Qaeda’s 
weapons-of-mass  destruction  committee  and 
reported  to  Osama  bin  Laden's  second-in- 
command,  Ayman  al-Awahm. 

The  four  cities  were  selected  because  they 
were  specificaUy  mentioned  in  “charter” 
intercepted  in  December  which  prompted 
the  national  orange  alert  before  the  hobdays. 

Detecnon  equipment  was  also  provided 
for  pobcc  use  in  Chicago.  Detroit,  Houston, 
San  Diego,  San  Francisco  and  Seattle.  Pobce 
used  radiation  pagers  to  patrol  the  Sugar 

Terror  fears 
keep  planes 
grounded 

At  least  seven  rutional  and  interna- 
tional flights  were  grounded  during  a 
two-day  penod  in  February  after  the 
federal  government  received  intell^ence 
that  Al  Qaeda  might  use  chemical, 
biological  or  radiological  weapons  in  an 
aviation  attack,  according  to  an  official 
funibar  with  the  case. 

Since  December,  intelligence 
agenaes  in  the  United  States  and 
Europe  had  detected  signs  that  an 
airborne  attack  was  being  planned.  An 
alert  about  smuggled  explosives  was 
usued  by  U.S.  authorities  in  November 
after  a Bnosh  suspect  was  arrested  for 
allegedly  trying  to  sneak  a bomb-making 
kit  past  airport  security. 

"The  alert  about  flights  did  not 
exclude  a possible  chem,  bio  or  radioac- 
tive attack  last  time,  in  December,”  said 
the  official,  who  spoke  with  The  Los 
Angeles  Times  on  the  condition  of 
anonymity. 

Bntish  Airways,  Air  France  and 
Continental  Airlines  all  cancelled  flights 
over  the  weekend  of  Jan.  3 1 and  Feb.  1 . 

The  official  said  that  a dirty  bomb, 
chemical  or  biological  atuck  has  always 
been  a concern  with  regard  to  aviation. 
“And  that  was  one  of  the  concerns  in 
thu  case,”  the  officul  said. 


Bowl  in  New  Orleans. 

Readings  were  taken  ahead  of  New  Year’s 
celebrations  in  New  York’s  Times  Square 
and  on  the  Las  ^’egas  Smp.  as  weU  as  the 
Rose  Bowl  Parade  on  New  Scar's  Day  m 
Pasadena,  Cabf. 

Sending  out  the  detection  teams  m 
response  to  unspecified  threats  represents  a 
new  mission,  said  David  Heyman,  director 
of  the  homeland  security  program  at  the 
Center  for  Strategic  and  International 
Studies. 

The  Nuclear  Incident  Response  Teams, 
drawn  from  the  Energy  Department’s 
national  labs,  arc  bebeved  to  use  Pabn  Pilots 
containing  a cadmium-zinc-teUunde  crystal 
that  can  detect  radiation,  as  well  as  handheld 
advanced  nucleic  acid  analyzers.  The 
analyzers,  which  are  roughly  the  size  of  a 
videogame,  can  identify  pathogens  based  on 
their  DNA  within  15  minutes.  Specific 
informaaon  on  what  tools  the  teams  use, 
however,  is  considered  classified’. 

“Our  teams  are  typicaUy  on  calls  for 
accidents  to  react  to  possible  inadences,  but 
we’re  on  new  ground  when  we  deploy  them 
for  countering  unexpected  threats,”  Heyman 
told  The  Associated  Press. 

According  to  the  Pentagon  report,  a dirty 
bomb  — in  which  conventional  explosives 
are  used  to  disperse  radiological  materials 
over  a wide  area  — would  be  "unlikely  to 
cause  mass  casualoes.”  However,  it  could 
expose  hundreds  of  people  to  potentially 
lethal  amounts  of  radiaoon.  Researchers 
urged  pobeymakers  to  take  a number  of 
steps  to  prepare  for  an  attack,  including 
stockpibng  medicines  to  treat  survivors. 

“It  IS  possible  to  kill  a fair  number  of 
people  and  to  sicken  a lot  more,  such  that 
you  begin  to  stress  the  health  care  system,” 
Peter  D.  Zimmerman,  a nuclear  physicist  and 
co-author  of  the  report,  told  The  Washing- 
ton Post.  “But  It  is  also  possible  to  make 
RDDs  less  attracQve  to  terronsts  by  becom- 
ing better  prepared  for  dealing  with  them.” 

One  of  the  most  troubling  scenanos 
outbned  in  the  report  would  be  the  dispersal 
of  contaminants  without  an  explosion  to 
announce  the  crime  In  that  case,  it  said, 
treatment  would  only  be  possible  if  victims 
knew  they  had  been  exposed. 

In  addiuon  to  the  human  cost,  even  a 
small  dirty  bomb  could  have  a devastatmg 
impact  on  the  economy,  according  to  the 
study. 

The  Mall  in  Washington,  for  example, 
could  be  contaminated  by  a moderate-sized 
device  containing  between  1 ,000  and  1 0,000 
cunes  of  radioactivity.  The  cleanup  required 
for  such  an  incident  could  take  years,  the 
report  said. 

“An  RDD  is  first  of  all  an  economic 
weapon,”  said  researchers.  “Cost  estimates  to 
restore  lower  Manhattan  after  the  September 
2001  attack  range  up  to  $40  bilbon  plus  loss 
of  economic  activity.  The  consequences  of  a 
large  or  super  RDD  might  well  be  more 
cosdy.” 

Experts  say  that  dirty  bombs  are  attrac- 
tive to  terronsts  because  they  are  technologi- 
cally simple  but  can  generate  widespread  fear 
and  financial  chaos.  All  that  is  needed  is  a 
means  of  exploding  easily  available  radioac- 
tive matenals  such  as  cobalt  or  cesium.  And 
despite  tightened  secunty,  federal  investiga- 
tors have  concluded  that  terronsts  could 
obtain  enough  of  the  ingredients  to  create 
such  adevice. 

In  a study  by  the  Energy  Department 
released  in  November,  mvestigators  docu- 


mented more  than  1,300  disappearances  of 
radioactive  substances  in  the  Uruted  States 
over  the  past  five  years. 

“There  are  millions  of  sources,”  said  Beth 
Hayden,  a spokeswoman  for  the  Nuclear 
Regulatory  Commission.  But  most  of  the 
1,300  lost  materials  were  subsequendy 
recovered,  she  said. 

Among  those  that  have  not  been  found 
are  19  devices  that  contain  small  amounts  of 
radiological  matenals  — called  sealed 


sources  — that  were  discovered  missing 
from  a locked  safe  at  a North  Carolma 
hospital  in  March  1998. 

A year  later,  an  industrial  radiography 
camera  containing  the  isotope  indmm-192 
was  stolen  from  a Flonda  home.  Although 
the  matcnal  should  have  degraded  by  this 
point  and  could  not  be  used  in  a bomb, 
according  to  the  NRC,  it  was  never  found. 

“Even  though  for  years  wc  have  known 
of  the  threat  that  terrorists  would  use  'dirty 
bombs’  to  attack  the  Uruted  States,  I am 
alarmed  at  the  government’s  inadequate 
response  to  this  very  real  threat,”  said 
Representative  Jim  Turner  (D, -Texas),  a 
member  of  the  House  Homeland  Secunty 
Committee.  “The  economic  and  health  costs 
of  such  an  event  would  be  staggering.  It 
appears  we  don’t  even  know  how  much 
matenal  exists  that  could  be  used  for  such 
weapons  or  even  where  it  is  being  kept.” 

Three  studies  by  the  General  Accounung 


Office  cited  by  The  AP  said  holes  in  the 
nation’s  secunty  net  could  be  years  away 
from  being  repaired.  Investigators  found  that 
many  of  the  1 14  universities  that  possess 
radioactive  plutonium-239  have  med  - 
unsuccessfully  to  return  it  to  the  govern- 
ment, only  to  find  that  the  NRC  does  not 
have  enough  secure  storage  space. 

NRC  Commissioner  Edward  McGaffigan 
Jr.  said  the  GAO  reports  had  focused  on 
sources  with  extremely  low  radioactivity.  His 


agency  has  been  focused  on  securing  and 
shipping  high-risk  sources. 

“Wc  think  we  are  doing  a very  aggressive 
and  excellent  job  in  this  area,”  he  told  The 
AP,  “but  we  have  obviously  more  to  do.” 

Nukes  on  the  loose? 

U.S.  intelligence  officials  said  rcccndy  that 
they  have  no  concrete  evidence  to  support 
claims  that  terrorists  had  obtained  portable 
nuclear  weapons  on  the  black  market. 

The  boast  was  made  by  Al  Qaeda’s 
second-m-comma  nd,  Ayman  Al-Zawahin, 
who  said  in  an  undated  interview  with  a 
Pakistani  journalist,  “If  you  have  $30  million, 
go  to  the  black  market  in  central  Asia, 
contact  any  disgrunded  Soviet  scienbst,  and 
a lot  of  smart  bnefcase  bombs  are  available.” 

A report  last  year  by  the  Senate  Foreign 
Relations  Committee  noted  that  it  would  be 
difficult  to  stop  a terrorist  from  smuggbng 
such  a bomb  onto  U.S.  soil. 


The  long-term  contaminadon  from  a cobalt-based  “dirty  bomb”  in  New  York 
City,  as  projected  by  the  Federadon  of  American  Scientists.  The  inner  ring 
represents  one  cancer  death  per  100  people  due  to  radiation;  the  middle  ring, 
one  death  per  1,000  people,  and  the  outer  ring,  one  death  per  10,000  people. 


Page  6 


Spring  2004 


Dreaming  of  an  orange  Christmas 

What  prompted  the  heightened  alert  over  the  holidays 


The  nationwide  Code  Orange  alert  that  began  on  Dec. 

21  and  ended  on  Jan.  9 was  prompted  primarily  by  a new 
intelligence  source  that  ofbaals  say  provided  the  govern- 
ment with  speaEc  information  on  the  possible  targets  of 
an  A1  Qaeda  plot  during  the  holiday  season. 

In  a report  by  USA  Today  in  January,  four  top  govern- 
ment officuls  told  the  newspaper  that  the  new  source  had 
revealed  Las  Vegas  to  be  one  of  the  potential  targets  on 
New  Year's  Eve,  as  well  as  two  Air  France  flights  from 
Paris  to  Los  Angeles  on  Christmas  Day,  an  Aero  Mexico 
flight  from  Mexico  City  to  Los  Angeles,  and  another  Air 
France  flight  to  Newark,  NJ.  Other  sources  identibed 
possible  threats  to  oil  pipelines,  reEnenes  and  nuclear 
power  plants  in  or  near  Valdez,  Alaska.;  Belgium,  Saudi 
Arabia;  and  Tappahanock,  Va. 

The  identity  of  the  source  is  a closely  guarded  secret, 
according  to  the  paper.  Offiaals  will  not  desenbe  it  as 
“human  Intel"  and  have  suggested  that  it  is  electroruc  m 
nature.  The  information  could  have  come  &om  high-tech 
surveillance,  said  USA  Today,  including  mtercepted  emails 
or  other  communications  from  an  unsuspecting  member 
of  the  terroast  organization. 

Information  that  led  to  the  orange  alert  began  on  Dec. 

5 when  the  source  provided  speciEc  details  on  an  attack  on 
Las  Vegas  planned  for  New  Year’s  Eve  and  the  possibility 
of  blowing  up  as  many  as  three  international  Eights, 
according  to  USA  Today.  Over  the  next  two  weeks, 
of&cials  were  receiving  more  information  from  the  source, 
along  with  less  spcafic  reports  from  other  intelligence 


sources. 

The  new  source  is  considered  a breakthrough  for  US. 
intelligence,  said  the  article,  because  it  provided  specific 
information  about  possible  targets,  not  just  “strategic” 
information  about  ..\1  Qaeda’s  desire  to  hit  symbols  of 
Amencan  political  and  economic  power. 

The  source  was  known  to  only  a few  top  intelligence 
officials  poor  to  mid-December,  said  the  newspaper,  until 
hints  about  terrorist  attacks  became  so  compelling  chat 
other  agenaes  were  informed  of  its  existence. 

“Since  9/1 1.  the  strategic  information  always  has  been 
there  that  Al  Qaeda  wants  to  hurt  us,”  counterterrorism 
officials  told  USA  Today.  “This  dme,  in  addition  to  that. 


A public  works  employee  in  Country  Club  Hills^ 
111.,  changes  the  town’s  homeland-  security  alert 
warning  flag  from  yellow  to  orange  on  Dec.  21. 


there  was  speafic  intel  from  what  we  desenbe  and  bebeve  to 
be  a credible  source.” 

By  Dec.  19,  federal  inteUigence  agents  and  local  law 
enforcement  officers  began  cross-checking  international 
passenger  manifests  against  terronst  databases  before  dozens 
of  international  flights  left  the  ground.  The  government  also 
investigated  the  names  of  foreign  visitors  whose  final 
descinadon  was  Las  Vegas. 

In  Las  Vegas,  the  FBI  checked  hotel  and  aitbne  records 
against  watch  lists  in  advance  of  a New  Year’s  Eve  celebra- 
tion expected  to  draw  as  many  as  300,000  people  to  the  Stnp. 
Southwest  ..\irbnes  compbed  with  an  FBI  subpoena  for  a 
record  of  passengers  traveling  m or  out  of  the  aty  from 
Dec.  22  through  Jan.  4,  according  to  The  Associated  Press. 
Moreover,  a no-fly  resmcQon  was  enforced  by  armed 
mibtary  hebcopters  in  a 23-mile  radius  around  McCarran 
International  Airport  and  the  Strip  on  Dec.  30  and  Dec.  31 . 

On  Dec.  21,  for  the  fifth  time  since  the  threat  advisory 
system  was  created  in  March  2002,  the  alert  level  was  raised 


to  orange,  or  high.  Dunng  the  alert,  the  names  of  more 
than  14,000  people  were  checked  against  terronsm 
databases  in  case  hijacken  deeded  to  hit  return  flights 
from  the  U.S.  to  Europe.  Sea  marshals  were  also  put 
aboard  ships  to  stand  next  to  captains  so  that  terronst 
could  not  crash  vessels  as  they  entered  ports  in  .Maska, 
officuls  told  USA  Today. 

InteUigence  officuls  also  began  to  wonder  whether 
information  provided  by  the  new  source  was  m some  kind 
of  code.  Thinking  that  perhaps  Al  Qaeda  might  strike 
dates  carber  then  those  mentioned  by  the  source,  USA 
Today  repotted,  the  Central  InteUigence  Agency  checked 
the  names  of  passengers  on  .\ir  France  Fbght  68,  which 
was  scheduled  to  leave  Pans  for  Los  Angeles  on  Dec.  24 
Four  passengers  were  identified  whose  names  either 
matched  or  were  similar  to  those  of  suspected  terronsts. 
There  were  300  such  “hits,”  said  US.^  Today,  out  of 
14,000  names.  None  turned  out  to  be  a tetrodst,  an  officul 
said. 

Air  France  flights  68,  69  and  70  were  canceled  on 
Chnstmas  Eve,  as  were  three  flights  travebng  the  same 
route  the  foUowing  day.  The  flights  would  have  flown  in  a 
path  across  Las  Vegas. 

“That  [Dec.  24]  was  not  the  day  the  source  reported, 
Chnstmas  Day  was,”  an  official  told  USA  Today  ‘But  did 
we  dissuade  somebody?  Maybe.” 

When  no  attacks  occurred  on  those  days,  inteUigence 
officuls  turned  their  attention  to  New  Year’s  Eve.  Passen- 
gers arriving  on  Bnash  .\irways  f^ht  223  were  ques- 
Doned  on  Dec.  31  after  the  flight  arnved  at  DuUes 
IntcrruQonal  Airport.  The  AeroMcxico  flight  was  can- 
celed. 

On  Jan.  I,  another  Bntish  Airways  flight  between 
London  and  Washington  was  canceled,  as  was  another 
AeroMexico  flight.  Others  were  delayed  or  diverted  to 
Caruda  for  a luggage  check.  Then  from  Jan.  2 through  Jan. 
5,  three  Bemsh  .\irways  flights  between  London  and 
Washington  and  London  and  Riyadh,  Saudi  .-\rabia,  were 
canceled. 

The  nationwide  orange  alert  was  lowered  to  Code 
YeUow  on  Jan.  9,  although  extra  sccunty  remains  at  some 
airports,  ports  and  power  plants,  according  to  USA  Today. 


The  city  may  not  exist, 
but  its  value  as  training 
"site"  is  very  real 


A bird’s-eye  perspective  of  the  virtual  city  of  San  Luis  Rey,  in  a map  from  the 
training  simulation  created  by  Teleologic  Learning  Co.  (TeJcologic  Learning) 


The  city  of  San  Luis  Rey  sounds  marvel- 
ous, almost  too  good  to  be  true.  With  fewer 
than  1 milbon  residents,  it  boasts  first-class 
transportation  facibaes,  a mghtbfe  along  its 
canal  ebstnet,  and  a history  that  goes  back 
nearly  300  years.  There’s  only  one  hitch  — it 
IS  too  good  to  be  true.  It  does  not  exist 
outside  of  a computer  program. 

San  Luis  Rey  is  a fiction  created  down  to 
Its  last  square  mile  by  Teleologic  Learning 
Co.,  an  Adanta,  lU.,  software  firm,  as  an 
online  learning  lab  for  students  earning  their 
master’s  degrees  in  homeland  security  studies 
from  the  Naval  Postgraduate  School  in 
Monterey,  Cabf  The  course  was  commis- 
sioned by  the  U.S.  Department  of  Homeland 
Sccunty. 

San  Luu  Rey,  population  680,000,  is  a 
railroad  and  highway  hub  with  a deep-sea 
port.  Teleologic  has  created  maps,  a full- 
color  visitors’  guide  and  an  infrastructure  for 
the  city  that  includes  government  bodies, 
recreational  faedmes  and  a full  range  of 
emergency  services.  They  have  even  given  it 
a history;  San  Luis  Rey  was  founded  m 1706 
and  named  after  a Spanish  mission. 

Students  cover  theory  in  class,  then  use 
the  site  to  put  what  they’ve  learned  mtc 


In  San  Luis  Rey, 
training  to  respond 
to  terror  is  just  a 
mouse-click  away 

practice.  In  one  scenario,  they  must  decide 
how  to  contain  a biological  threat,  when  it  is 
revealed  that  a terronst  infected  with 
smallpox  IS  on  board  a commuter  plane  that 
has  landed  at  the  San  Luis  Rey  airport. 

‘Tou  learn  best  when  solving  problems  in  • 
context,”  Wilbam  Thomas,  seruor  architect  at 
Teleologic’s  home  office,  told  The  State 
Journal-Register  of  Spnngficld,  lU.  “What 
we've  done  is  create  the  context.  If  a learner 
IS  going  to  apply  something,  you  must  do  it 
m an  environment  that’s  bebcvable,  real." 

The  company  designs  Internet-based 
learning  programs,  primarily  for  the  federal 
government,  although  its  work  is  not 
classified,  .\mong  its  projects  was  a senes 


that  taught  upper-level  mibtary  officials  to 
address  domestic  abuse. 

Thc  name  San  Luis  Rey  was  taken  ftom  a 
Pubtzer  Prize-winning  novel  by  Thornton 
Wilder.  A tale  of  unprcdictabibly  and  fate, 
“The  Bndgc  of  San  Luis  Rey"  told  the  story 
of  five  people  walking  across  a suspension 
bndge  when  it  breaks. 

Teleologic  is  developing  a certificaDon 
program  about  information  management. 


preventive  measures  and  countertettonsm 
steps  aimed  at  first  responders,  including 
pobce  and  firefighters.  It  is  expected  to  be 
implemented  next  year. 

“Homeland  Sccuntv’  realized  this  is  good 
informaDon  and  wanted  to  expand  it  to  a 
wider  audience,”  said  Thomas.  ‘This  didn  t 
start  off  as  one  of  our  larger  projects.  But  as 
It's  developed,  it  has  turned  into  one  of  the 
largest  we’ve  ever  done.” 
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Heartland  views  of  homeland  security 


Fargo:  Some  problems  transcend  state  lines 


Our  first  and  foremost  issue  as  it  relates  to  both  home- 
land secunt>-  and  our  ability  to  respond  to  emergencies  or 
disasters,  whether  natural  or  man-made,  always  seems  to 
come  back  to  personnel.  That  continues  to  be  a fiustration  in 
terms  of  the  role  of  the  federal  government  because  we’re 
impacted  in  two  ways.  One,  we  continue  to  lose  a significant 
number  of  our  personnel  to  mibtary  call-ups.  We  have  six 
officers  nghr  now  who  are  deployed  for  indeterminate 
lengths  of  time  who  we  really  relied  on  to  help  us  meet  our 
patrol  staffing  levels.  That’s  very  frustraung  because  there’s 
typically  not  a real  clear-cut  sense  of  how  long  these  people 
will  be  gone,  or  even  if  there  is  a date  when  we  expect  them 
to  be  back.  They’re  often  back  just  long  enough  to  be 
redeployed  again.  At  one  point  we  were  down  as  many  as  19 
officers  and  that  was  really  a hardship.  We  got  a lot  of  them 
back,  and  noticed  a gradual  drift  again  of  people  being  sort 
of  picked  off  here  and  there,  often  with  almost  no  notice  for 
either  them  or  us,  and  as  I said,  really  indeterminate  lengths 
of  amc  that  make  staffing  a real  challenge,  depending  on 
what  their  assignment  might  be  within  the  department.  So 
that’s  hard. 

The  other  issue  in  terms  of  personnel  is  the  loss  of 
COPS  program  when  it  comes  to  funding  new  officers.  I 
think  we  have  really  been  a model  commumty  in  terms  of 
utilizing  COPS  funding  m the  way  it  was  meant  to  be  used,  in 
bringing  new  officers  on  board  and  then  keeping  them.  Out 
of  all  the  officers  hired  through  COPS  funding  over  the  past 
10  years,  none  of  the  positions  were  ever  eliminated  or  cut 
back.  The  city  really  put  a lot  of  thought  and  effort  into  how 
we  would  make  those  long-term  posiDons  and  help  with  the 
growth  of  the  commumty. 

With  military  caD-ups  you  can’t  replace  anybody  who’s 
called  up  for  service.  So  no  matter  what,  we’re  smek  with 
those  positions  being  vacant  until  those  people  are  returned 
to  us  by  the  military.  However,  to  make  matters  more 
difficult,  there’s  the  problem  of  not  having  the  COPS 
program  anymore  and  not  being  able  to  add  people  as  out 
commumt)'  continues  to  grow.  And  it’s  not  )ust  the  growth 
of  the  commumty,  but  the  expectations  of  the  commumty, 
particularly  as  they  relate  to  homeland  security  and  emer- 
gency preparedness  and  commumty  pobcing,  and  a whole 


I 


Chief  Chris  Magnus, 
Fargo,  N.D. 

'All  the  ecjuipment  in  the 
world  is  not  as  valuable  to 
us  as  individual  first 
responders,  in  particular 
police  officers.  ” 


host  of  other  programs  and 
services  we  provide  which  arc 
very  penonnel  intensive.  One 
of  the  ways  we  were  able  to 
meet  those  needs  was  able 
through  COPS  grants,  and 
that’s  not  an  option  anymore. 

What  we  continually  see  is 
that  money  that  I suspect  used 
to  be  forwarded  into  the  local 
law  enforcement  block  grants, 
all  of  that  is  now  being  diverted 
into  homeland  security  funding, 
which  is  primarily  for  training 
and  equipment  — with  a big 
emphasis  on  equipment.  Now  I 
won’t  deny  that  like  probably 
any  junsdicoon,  we  have 
equipment  needs,  but  it’s  a 
realit)'  in  many  commumnes, 
especially  ones  our  size,  that  the 

equipment  does  not  operate  itself.  And  all  the  equipment  in 
the  world  is  not  as  valuable  to  us  as  individual  first  respond- 
ers, in  particular  pobce  officers,  who  have  the  eyes,  the  ears 
and  the  brain  power  to  figure  out  how  to  deal  with  all  kinds 
of  things  that  are  happening  in  the  commumty.  So  it’s 
frustrating  to  see  there’s  certainly  no  shortage  of  money  for 
various  kinds  of  equipment,  but  frankly,  I think  we’d  get  a lot 
more  mileage  out  of  the  personnel  than  we  would  out  of 
some  of  the  equipment.  That’s  one  of  our  big  frustrations 
right  now 

At  the  same  time,  there  are  certainly  issues  that  go  beyond 
personnel,  and  one  of  those  is  radio  mteroperabibty.  We 
recendy,  for  example,  were  able  to  combine  our  dispatch 
centers  m Moorhead,  Minn.  — the  Red  Riwer  divides 
Minnesota  from  North  Dakota  — and  so  we  were  able  to 
combine  our  pubbe  safety  dispatching  between  the 
Moorhead  side  of  the  river  and  the  Fargo  side,  so  we’re  now 
serving  two  counties  and  a number  of  commumties  with  one 
cross-state  pubbe  safety  commumcations  center.  Thar's  been 
really  positive  and  it’s  actually  the  first  of  its  kind  in  the 


country,  a cross-state  regional  dispatch  center.  We’ve  found 
that  the  whole  homeland  security  structure  docs  not  do  very 
well  when  it  comes  to  helping  commumties  that  are  on  state 
borders  coordinate  with  each  other  — and  there  are  quite  a 
few  of  us  around  the  country.  Everything  is  directed  toward 
speafic  states,  not  necessarily  toward  metro  areas  that  may 
cross  state  bnes  — or,  in  some  cases,  even  county  lines.  We 
arc  really  a metro  area  of  about  175,000  people.  We  heat  so 
much  nationally  and  even  at  the  state  level  about  the 
importance  of  regionabzing  services  and  cooperating 
between  junsdictions  and  getting  away  from  a parochial 
approach  to  deabng  with  issues  and  spending  money  smarter 
by  doing  it  across  boundanes.  Yet  the  whole  structure  of 
homeland  security  funding,  and  the  way  that  things  ate 
supported,  is  all  very  targeted  cither  at  the  county’  level  or  at 
the  state  level  and  there  is  not  a lot  of  flexibibty  to  promote 
cooperaDon  across  state  lines. 

We  fought  through  more  obstacles  than  you  could 
possibly  imagine  to  make  this  new  regional  dispatch  center  a 
reabty,  and  it’s  very  exciang  that  it’s  in  place.  Now  we  would 
bke  to  really  do  a major  upgrade  of  our  communications 
equipment  so  that  we  have  true  interoperable  commumca- 
tions on  both  sides  of  the  nver  and  therefore  in  both  states 
that  make  up  out  metro  area.  And  we’d  like  to  be  able  to  talk 
with  other  commumaes  in  our  larger  region  into  rural 
Minnesota  and  rural  North  Dakota,  where  we  will  probably 
be  able  to  provide  assistance  if  there  ever  was  a problem. 
We’re  having  a heU  of  a time  getting  ftindmg.  We  don’t 
expect  it  to  come  solely  from  the  federal  government  — 
we’re  willing  to  put  up  our  own  local  share  of  that  — but  it’s 
real  difficult  getting  federal  funding  for  radio  mteroperabibty 
for  towers,  hardware,  portables,  mobiles.  We  would  like  to  be 
on  a digital  VHF  system  region- wide  that  would  enable  us  all 
to  talk  back  and  forth. 

Frankly,  we  think  spending  close  to  the  $20  milbon  it 
would  take  to  do  that  within  a larger  region,  and  $1 0 milbon 
locally  to  do  that,  would  be  the  best  way  we  could  possibly 
spend  money  in  terms  of  homeland  security  preparedness, 
yet  it’s  just  frustratmg  that  decisions  about  what  we  need  still 
seem  to  be  made  at  the  federal  level  without  much  thought 
about  what  our  local  needs  really  are. 


St.  Louis:  Can  we  afford  elevated  security  levels? 


In  St.  Louis  the  biggest  issue  we’re  trymg  to  get  funded  is 
mteroperabibty’  with  the  fire  department  m St.  Louis  and 
with  other  pobce  agencies  m suiroundmg  ;urisdicaons. 

VCliere  that  is  heading  is  still  bemg  discussed.  A lot  of  the 
mfrastructure  issues  are  resolved;  we  thmk  we  know  what 
targets  arc  most  vulnerable.  There  arc  always  ongomg 
conversations  about  what  role  the  local  law  enforcement  will 
pby  m immigration  issues. 

But  fundmg  is  really  the  paramount  issue  that  everyone  is 
relymg  on  gettmg  resolved-  We’re  still  waitmg  for  certain 
Icveb  of  equipment  for  our  emergency  response  to  be 
debvered  smee  Sept.  11.  Obviously,  a lot  of  inventoryr’s  been 
depleted,  and  there’s  a lot  of  catchmg  up  to  do.  We’ve  made 
sqme  significant  mvestments  already.  We’ve  acquired  what 
was  available,  and  it’s  a day-to-day  thing  to  find  out  what’s 
been  debvered  and  what  hasn’t.  We  acquired  a number  of 
emergency  response  suits  for  radioactive  issues,  but  we  still 
had  a number  of  those  on  delay. 

(inc  of  the  biggest  focuses  of  the  last  two  years  for  our 
city  has  been  our  emergency  response  for  mjunes  and  for 
medical  and  health  issues.  We  had  developed  a system  where 
there  is  onbne  communication  with  the  hospitals.  We  have  a 
methodology  for  taggmg  paaents  and  computenzmg  all  that 
mformauon  so  we  know  exactly  where  each  pauent  has  been 
transported  and  what  their  status  is. 

Most  urban  areas  are  fremg  budget  constramts  that  arc 
going  to  decrease  the  number  of  officers  we  have.  When  it 
comes  to  thmgs  bke  COPS  fiinding  and  the  bke,  it’s  question- 
able whether  most  departments  can  maintam  those  kmds  of 
fiindmg  mechanisms  any  longer  1 have  a half-dozen  or  so 
officers  that  arc  on  mibtary  call,  but  that  hasn’t  been  a ma)or 
problem  for  St.  Louis 

PhilosophicaUy,  we’re  always  kmd  of  uncertam  of  what 


the  protocols  mean  when  we 
go  from  one  alert  level  to 
another.  I guess  we’re  always 
asking  ourselves,  “How  does 
that  affect  my  lunsdicaon?"  We 
talk  to  the  FBI  with  regulanty, 
and  what  I’m  trying  to  commu- 
nicate is  that  there  are  a couple 
of  fundamental  issues,  what  is 
my  response  supposed  to  be 
when  we  elevate  levels  of 
secunty?  The  first  consider- 
ation I have  to  be  concerned 
about,  in  debberating  what  my 
response  wUl  be,  is  can  I afford 
It?  And  then  I have  to  babnee 
the  cost  against  how  practical  it 
is  based  on  the  potential  threat 
to  my  community.  You’re  kind 
of  trapped.  The  news  media 
calls  you  and  says  “What  ate  you  going  to  do  since  they  went 
up  to  level  whatever,’’  and  the  first  thing  that  runs  through 
your  mind  is  that  you  don’t  want  to  say  "Nothing”  But  by 
the  same  token,  what  really  goes  through  your  mind  is, 
“What’s  the  threat  against  St.  Louis?’’  What’s  the  balance  on 
cost  and  how  long  can  I maintain  it?  The  first  time  we  went 
to  level  orange,  it  cost  me  half  a milbon  dollars  the  first 
week.  It  didn’t  take  long  to  learn  the  lesson  that  I can’t  do 
that  very  often  or  I’m  not  going  to  be  able  to  keep  the 
organization  flowing  the  way  it’s  supposed  to. 

So  you  make  an  assessment,  a judgment  predicated  on 
what  tangible  intelbgence  you  have  Generally  I usually 
secure  some  infrastructure,  try  to  get  pnvate  entities  to  help 


take  up  some  of  the  slack,  to  the  extent  they  can  afford  it,  by 
hmng  private  security  on  some  things  we  share  jorndy.  You 
just  try  to  make  the  best  assessment  you  can,  where  you  are 
most  vulnerable  and  what  level  of  resources  you  are  going  to 
dedicate  to  that.  Before  we  ever  went  to  orange,  we  designed 
protocols  that  were  pretty  stringent  and  required  a lot  of 
resources,  because  your  first  reaction  is,  “If  we  go  to  orange. 
It  really  is  going  to  be  a threatening  situation.’’  But  as  we 
went  to  level  orange  two  or  three  times,  the  more  reasonable 
assessment  is,  “Hey,  is  there  inteUigence  focused  in  our  part 
of  the  country?’’  How  practical  is  it  for  me  to  put  officers  on 
alert  and  work  extra  shifts  and  all  those  kinds  of  things  every 
umc  we  get  this  issue? 

Protocols  for  orange  alerts  are  still  in  local  hands  because 
the  federal  government  doesn’t  want  to  pay  the  bill  if  they 
decide  it.  It  helps  me  as  long  as  I’m  convinced  that  if  there 
was  something  I really  needed  to  know,  they’d  tell  me.  So  I 
guess  what’s  occurred  is  that  now  there  is  a perception,  at 
least  in  my  mind,  that  if  no  one  teUs  me  anything  specifically 
focused  on  St.  Louis,  you  presume  you’re  not  the  target  of 
the  intelbgence.  Although  you’re  always  going  to  safeguard 
the  community,  you’re  probably  not  going  to  go  to  the  zenith 
of  your  capabibties  because  you  don’t  presume  there’s 
anything  that  warrants  it. 

Dunng  the  recent  Orange  Alert,  we  secured  some  of  the 
major  bridges  in  St.  Louis  because  we  knew  they  were 
integral  infrastructures  to  the  US.  We  were  very  concerned 
when  the  St.  Louis  Rams  football  team  was  playing  in  the 
playoffs.  We  try  to  be  very  attentive  to  major  events  that 
draw  a lot  of  people.  We  try  and  look  at  the  key  infrastruc- 
ture, certain  utibties,  certain  private  corporauons,  anything 
we  think  is  instrumental  to  maintaining  the  viabibty  to  the 
comirmnity. 


Chief  Joe  Mokwa, 
St.  Louis 


‘'Protocols  for  orange  alerts 
are  still  in  local  hands 
because  the  federal 
government  doesn 't  want  to 
pay  the  bill " 
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DHS  info 
net  spreads 
to  St.  Louis 

The  St.  Lguis  metiopolitan  area 
received  three  new  laptops  in  February 
in  the  first  phase  of  an  expansion  of  a 
Department  of  Homeland  Security’s 
counterterconsm  network. 

Called  the  Joint  Regional  Informa- 
tion Exchange  System  QRIE^,  the  $11- 
million  computer-based  communica- 
tions system  was  designed  to  provide  a 
secure  method  for  real-time  sharing  of 
information  on  terrorist  threats  among 
emergency  responders,  law  enforcement 
and  ranking  government  officials. 
Wireless  computers  transmit  photos, 
maps,  streaming  video  and  even  data 
directly  fi;om  crime  scenes. 

“It  allows  multiple  jurisdictions  the 
ability  to  receive  and  share  information 
at  the  tactical  level."  said  Frank  Libutd, 
an  undersecretary  of  the  Department 
of  Homeland  Sccuricy.  “In  short,  the 
network  will  be  both  user  friendly  and 
used  by  more  of  our  friends." 

St.  Louis  is  the  first  urban  jurisdic- 
tion in  the  country  to  be  tied  into 
JRIES.  Eventually,  all  50  states  and  50 
major  metiopolitan  areas  will  be 
included  in  the  expansion  under  the 
auspices  of  the  Homeland  Security 
Information  Network.  Developed  in 
2001  following  the  Sept.  1 1 terrorist 
attacks,  the  network  is  aimed  at  giving 
police  chiefs,  mayors  and  governors 
greater  access  to  federal  intelligence. 

According  to  the  Homeland  Security 
Department,  JRIES  will  serve  as  a 
“collaboration,  planning  and  communi- 
cation tool  for  facilitating  the  general 
homeland  security  mission"  rutionwidc. 

In  addition,  JRIES  Nvill  also  share 
information  with  other  communication 
systems  used  by  law  enforcement, 
including  the  RlSS.Net  and  LEO 
programs.  Those  programs,  both 
sponsored  by  the  Department  of 
Justice,  will  serve  as  complements  to 
JRIES,  said  Homeland  Security  officials. 

Daily  updates  from  the  network  wiQ 
be  posted  directly  to  RlSS.Net  via  a 
JRIES  interface,  officials  said. 

Police  intelligence  officers  in  St. 

Louis  began  training  on  one  of  the 
laptops  and  the  JRIES  system  immedi- 
ately, said  police  officials.  The  other  two 
computers  went  to  the  FBI’s  field  office 
and  the  St.  Louis  County  police. 

By  the  end  of  the  year,  JRIES  is 
expected  to  have  as  many  as  20,000 
users.  When  the  first  step  of  its 
expansion  is  completed  this  summer,  it 
will  provide  instant  messaging,  e-mail 
and  live  chat  service  for  5,000  users  in 
300  agencies  across  the  country.  Instead 
of  the  12  to  24  hours  needed  to  flash 
information  from  Homeland  Security 
Secretary  Tom  Ridge’s  office,  JRIES  can 
do  it  in  minutes. 

John  Miller,  chief  of  the  Los 
Angeles  Pobcc  Department’s  counter- 
terror  unit,  called  the  network  “the 
ultimate  chat  room  for  the  and- 
terrorism  business.”  He  added:  “If  you 
go  through  the  autopsy  of  what  went 
wrong  September  11 , it  wasn’t  that  no 
one  had  the  informadon,  it  was  that 
nobody  talked  to  their  counterparts 
enough  so  that  all  the  informadon 
ended  up  in  one  place." 


Volunteer  CERT  units  get 
new  impetus,  focus  from  9/11 


First  responders  from  the  CERT  squad  in  Pleasant  Grove,  Utah,  address  the 
needs  of  youngstets  during  a drill  on  the  grounds  of  a local  school.  Federal 
emergency-management  officials  hope  to  enroll  400,000  CERT  volunteers 
nationwide  in  the  next  two  years. 


Created  in  the  1980s  by  the  Los  Angeles 
Fire  Department  to  assist  first-responders  in 
the  event  of  natural  disasters,  the  Commu- 
nity Emergency  Response  Team  has  grown 
in  both  concept  and  applicadon  in  the  years 
after  9/11. 

According  to  the  Federal  Emergency 
Management  Agency  (FEMA),  which  took 
nodee  of  the  program  and  began  adapting  it 
for  nadonal  use  m 1993,  the  response  teaips 
have  expanded  to  mote  than  340  communi- 
ties in  45  states.  FENL\'s  stated  goal  is  to 
double  the  number  of  volunteers  to  400,000 
over  the  next  two  years.  Some  $19  million 
was  budgeted  for  the  training  in  FY2004. 

"People  are  very  interested  now  in  being 
prepared,  after  the  [Aug.  14]  blackout  and, 
of  course,  Sept.  11,”  said  Maria  Urton,  a 
Dayton,  Ohio,  paramedic  and  firefighter  who 
leads  the  city’s  CERT  classes.  “We’U  tram 
them  how  to  safely  shut  off  udlides  in  case 
the  fire  department  isn’t  on  the  scene,  how 
to  do  light  search  and  rescue  and  how  to 
assess  the  structural  stability  of  damaged 
buildings.” 

The  at/s  four-week  course  m October 
drew  20  volunteers  and  was  paid  for  by  a 
grant  fiom  the  Department  of  Homeland 
Security,  according  to  The  Dayton  Daily 
News. 

In  Huber  Heights,  Ohio,  CERT  training 
aimed  at  ham  radio  operators  is  bemg 
offered,  with  the  primary  focus  on  response 
to  natural  disasters. 

“We  don’t  want  to  scare  people,  and  I 
thmk  the  chances  of  Huber  Heights  bemg 
hit  by  weapons  of  mass  destruction  are 
pretty  slim,"  said  Fire  Chief  Bill  Ford. 
Nonetheless,  he  noted,  the  community  on 
occasion  has  lost  power  for  several  days  due 
to  high  wmds. 

“People  want  to  help."  said  Urton.  “We’ll 
teach  how  to  help  safely.” 

Among  the  jurisdictions  that  have 
launched  the  CERT  program: 

51  Sedgwick  County,  Kan.,  where  15 
people  completed  24  hours  of  CERT 
trainmg  in  January.  At  least  185  additional 
residents  arc  scheduled  to  go  through  the 
program  m 2004. 


% LoweU,  Mass.,  which  received  a 
$150,000  Congressional  appropriation  for 
the  program. 

51  Arlmgton  Heights,  111.,  which  offered  a 
five-week  class  m October  with  a $23,667 
homeland-security  grant. 

Last  summer,  more  than  300  New  Jersey 
residents  graduated  from  an  eight-week 
training  program.  More  than  150  graduates 
were  from  Bergen  County,  including  76  from 
Paiamus  alone. 

\'olunteers  learned  how  to  form  coordi- 
nated teams,  and  received  trainmg  m tnage, 
search  and  rescue,  fire  suppression,  disaster 
psychology  and  terrorism. 

"I  just  wanted  to  do  somethmg  to  help," 
Dave  Kncitel,  a computer  technician  who 
worked  in  lower  Manhattan  neat  the  World 
Trade  Center,  told  The  Bergen  Record  “I’m 
mote  aware  of  what’s  in  place  to  protect  us. 
and  I’m  more  aware  of  what  I can  do  to 
help.” 

Palm  Beach  County.  Fla.,  has  an  ongomg 


program  with  two,  daylong  classes  adminis- 
tered by  the  county  fire  department.  Scarch- 
and-rescue  courses  teach  volunteers  to  fight 
small  fires,  and  go  so  far  as  to  hide  manne- 
qums  under  overturned  mattresses  m 
darkened  rooms.  Leaders  are  selected  and 
teams  created  so  the  response  can  be 
coordinated  if  a disaster  strikes. 

In  the  neighborhood  of  Jupiter  Farms, 
volunteers  respond  on  horseback,  while  m 
Ibis,  members  may  show  up  on  golf  carts. 

“^X  e’d  like  to  sec  m every  community  a 
level  of  organixation  and  ciammg,”  said  Lcn 
Fmtzy,  65,  a reared  educator  and  chief  of 
West  Palm  Beach's  largest  CERT  at  the 
Rivcrwalk  gated  commuiury.  There,  volun- 
teers are  orgamxcd  mto  seven  teams,  and  can 
assess  damage  m the  development’s  1,400 
homes  m about  30  mmutes,  he  told  The 
Palm  Beach  Post. 

“First  and  foremost,  (CERT  trainmg] 
helps  you  protect  yourself  and  your  family," 
said  Fintzy.  “Second,  it  teaches  you  how  to 


Anti-terror  concerns  trump  aesthetics 
as  D.C.  is  wrapped  in  ring  of  security 


City  planners  m Washmgton,  DC.,  say 
they  are  fighting  a losmg  battle  with  federal 
agencies  who  argue  that  the  need  for 
enhanced  security  measures  m the  form  of 
barriers,  metal  detectors  and  electrified 
fences  around  buildings  and  monuments 
trumps  aestheac  concerns. 

Hundreds  of  millions  of  dollars  are 
expected  to  be  spent  m the  next  five  to  six 
years  on  foroficaaons.  With  barely  20 
percent  of  the  measures  planned  for 
designed  or  built,  construcuot^wiU  contmue 
mto  the  foreseeable  future. 

Moreover,  the  $192  million  in  federal 
security  grants  allocated  by  Congress  smee 
2002  has  not  been  enough  for  the  city’s 
secuaty  needs,  said  Margrct  N.  KcUems, 
deputy  mayor  for  public  safety  and  jusacc. 

"There  is  an  extraordmary  burden  on 
resources  to  support  a city  where  the  federal 
government  owns  50  percent  of  the  real 
estate,”  she  told  The  New  York  Times. 

Among  the  new  security  enhancements  is 


a permanent  30-mch-high  security  wall 
encircling  the  monument  grounds  designed 
to  stop  a vehicular  attack  Plans  have  also 
been  approved  to  build  a security  perimeter 
around  the  10  buildmgs  that  make  up  the 
Smithsonian  Insutuaon  and  the  Department 
of  Agriculture  on  the  MaQ.  At  the  entrance 
to  the  Washmgton  Monument,  metal 
detectors  and  X-ray  machmes  have  been 
mstalled,  as  they  have  at  the  door  of  the 
Botanical  Garden  greenhouse. 

Permanent  safeguards  have  also  been 
built  m D.C.’s  suburbs,  such  as  an  electrified 
fence  that  was  installed  at  the  Naaonal 
Institutes  of  Heath  m Bethesda,  Md. 

‘Tm  not  sure  we  ever  reach  a point  where 
cverythmg  has  been  done;  it’s  an  ongomg 
process,"  Kenneth  E.  Wall,  an  official  with 
the  Department  of  Homeland  Security  who 
oversees  acDvity  m the  capital  region,  told 
The  Times.  "As  threats  evolve,  we  have  to 
make  adjustments  accordmgly." 

But  some  quesaon  whether  the  proper 


balance  is  bemg  struck  between  securit)’  and 
the  need  for  openness  m the  naoon’s  capital 
‘There’s  an  ongomg  struggle  with  cettam 
agenaes  about  what  security  means,  espe- 
cially when  It  comes  to  parkmg,  sidewalks 
and  streets,"  said  KcUems. 

The  National  Capital  Pbnning  Commis- 
sion, the  agency  that,  as  central  design 
pbnner  for  the  capital,  must  approve  aU 
security  changes,  said  it  is  scnsmvc  to 
concerns  that  Washmgton  not  become 
“Bolbrd  City”  — after  the  metal  posts  that 
line  the  perimeters  of  parks  and  buildmgs- 
“Every  month,  federal  agencies  come  m 
here  seekmg  appro\’al  of  their  secunw 
midaaves,”  Pameu  E.  Galbgher.  the 
commission’s  executh’e  director,  told  The 
Times.  "We  chaUenge  these  nooons-  Vic  look 
at  them  and  ask  them  to  do  threat  assess- 
ment. .^te  they  overrcacong^  What’s  the 
design  of  your  response^  \XV  need  to  make 
sure  thev  are  not  overreachmg.  but  these 
days,  we’te  at  a disadNsinragc.” 
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Assumptions  and  suppositions  abound, 
but  no  formal  connection  has  yet  been 
established  bera-cen  the  small  amount  of  the 
deadly  toxin  ncin  found  m the  office  of 
Senate  Majont)'  Leader  Bill  Fnst  m February, 
and  packages  contaitung  the  substance  that 
were  found  some  months  earlier  at  a South 
Carolina  postal  facibty  and  at  a Vi’hitc  House 
matl-processing  center 

The  first  ncin  incident  occurred  on  Oct. 

15  at  a postal  facility  sersing  the  interna- 
Donal  airport  in  Greenville,  S-C  A watertight 
metal  container  clearly  marked  poison  held 
the  substance,  and  a letter  inside  the  package 
compbined  about  new  trucking  regulaaons 
that  require  dnvers  to  rest  after  10  hours  on 
the  road  The  author  threatened  to  dump 
large  amounts  of  the  substance  into  drinking 
reservoirs  if  rest  hours  were  not  kept  at  their 
current  level.  The  author  is  identified  in  the 
note  as  a “fleet  owner  of  a tanker  company,” 
and  signs  the  lener  “FaUen  Angel.” 

Officials  told  The  (New  York)  Daily 
News  that  the  shenff ’s  deputy  who  re- 
sponded to  the  caU  to  the  mail  facility  did 
not  know  what  ncin  was.  even  though  it 
appieared  on  the  federal  government’s  list  of 
potential  bioterronsm  threats.  It  was  not 
tested  until  nearly  a week  after  its  discover)’, 
and  only  then  were  health  officiak  and  the 
general  pubbe  noofied. 

No  one  has  been  arrested  in  the  incident, 
and  no  one  was  injured.  The  FBI  has  set  up 
a toll-free  number,  (866)  839-6241,  for 
anyone  with  informaaon. 

Tlic  Amencan  Trucking  Associaoon  has 
also  told  the  thousands  of  truckers  who 
paroapate  in  its  safety  network  to  be  on  the 

Boston 
homeland 
security  is 
no  tea  party 


Former  DEA  agent  Carlo  A.  Bocchia 
fields  reporters’  questions  after  he 
was  named  by  Boston  Mayor  Thomas 
M.  Menino  (t.)  to  head  the  city’s  new 
four-person  Office  of  Homeland 
Security.  Bocchia  will  administer  the 
$40  million  in  federal  homeland 
security  grants  that  Boston  will 
receive  over  the  next  four  years,  after 
the  city  was  designated  as  one  of  the 
nation’s  33  **high-threat  areas.”  The 
office  will  oversee  antiterrorism 
training  and  response  plans,  and  will 
help  to  coordinate  security  plans  for 
this  summer’s  Democratic  National 
Convention.  (BoitoaHcrald) 


Members  of  the  U.S.  Capitol  Police  hazardous  materials  team  prepare  to 
search  a vehicle  used  by  U.S.  Senate  Majority  Leader  Bill  Frist  after  toxic  ricin 
powder  was  found  in  a nearby  Senate  office  building.  (AFP/Gettylmagea) 


lookout  for  people  displaying  any  r)*pc  of 
“attack  planmng  charactensacs.”  Between 
300  and  500  caUs  a month  arc  received  by 
the  network  on  Issues  including  accidents 
and  spills,  said  Jack  Legler,  director  of 
secunt)’  for  the  association. 

With  no  “live  suspects,”  federal  agents 
have  interviewed  truckers,  some  based  on 
bps  from  gurlfriends  and  wives.  Among  these 
has  been  Daniel  S.  Somerson,  a former 
trucker  for  Mail  Contractors  of  Amenca 
Inc.,  whose  trucks  brought  mail  to  the 
Greenville  facility  Somerson,  whose  Web 
site  includes  accusations  of  corrupaon 
within  the  government  and  the  trucking 
industry,  says  the  FBI  is  convinced  that  he  is 
the  “Fallen  Angel  or  that  [he]  inspired  Fallen 
Angel"  through  the  Internet. 


“I  did  not  do  it,"  he  told  The  Washington 
Post.  “I  don’t  have  the  technical  expertise  to 
do  something  like  that.” 

On  Nov.  6,  a similar  letter  complaming 
about  trucking  regulations  and  signed 
“Fallen  Angel”  was  discovered  by  the  Secret 
Service  at  the  White  House  mail-screening 
center.  The  letter,  which  threatened  to  turn 
Washington  into  a “ghost  town,”  was  kept 
secret  until  Feb.  3 when  the  ncin  turned  up 
in  Fast’s  office.  No  letter  was  found  there,  as 
had  been  the  case  in  the  two  eatber  incidents. 

“There’s  been  no  ‘smokmg  letter’ 
informadon  that  helps  be  this  thing  to- 
gether,” said  Chief  Terrance  Gainer  of  the 
Capitol  Pobce. 

Three  Senate  office  buildings  were  closed 
after  the  discovery,  and  at  least  16  people 


were  treated  for  possible  exposure.  Federal 
officials  said  it  was  unclear  whether  the  ricin 
was  sent  through  the  mail  or  hand-debvered. 

.\  $100,000  reward  offered  by  the  FBI  in 
the  Greenville  case  was  subsequendy 
expanded  to  include  the  letter  sent  to  the 
White  House,  as  well. 

The  discovery  of  the  substance  in 
October  prompted  the  federal  government 
to  improve  its  written  procedures  and 
coordination  with  local  services,  U.S.  Senator 
Lindsay  Graham,  a South  Carobna  Repubb- 
can,  told  The  Greenville  News. 

“Looking  back,  it  just  wasn’t  done  m a 
way  that  you  would  bke  for  the  system  as  a 
whole,”  he  said.  "All  I can  say  is  a lot  of  this 
we’re  just  learning  by  doing.  I’m  hopeful  that 
this  will  be  an  experience  that  makes  the 
system  better.” 

According  to  officials  at  the  Department 
of  Homeland  Secunty,  investigators  were  not 
called  for  almost  1 1 hours  after  the  discovery 
of  the  ncin. 

“It  showed  a lack  of  protocol,  lack  of 
evidentiary  protocol  from  the  law  enforce- 
ment side  and  a breakdown  in  informing  the 
pubbe  and  the  work  force  about  potential 
exposures,”  said  Graham, 

While  Homeland  Secunty  and  postal 
officials  would  not  discuss  the  incident  in 
detail  due  to  the  ongoing  criminal  investiga- 
tion, they  did  say  that  much  had  been 
learned  about  coordinating  communicabons 
on  the  federal  level  with  the  state,  and  that 
ways  are  being  found  to  improve  that 
coordinaaon. 

The  incident  came  two  years  after  two 
Washington-area  postal  workers  died  and 
three  others  were  hospitalized  in  anthrax 
attacks.  Federal  officials  were  cnacizcd  at 
that  time  for  not  quickly  examining  the 
facibty  where  the  letters  were  processed. 
(Officials  should  have  offered  testing  and 
anbbiotics  to  postal  workers  and  evacuated 
the  facibty,  some  lawmakers  said. 


Aiding  & abetting  terrorism  — 

& falsely  accusing  others  of  same 

^ k _ _l.  ( 


A student  in  Minncapobs  arrested  as  a 
matenal  witness  was  indicted  on  Jan.  21  on 
charges  of  providing  matenal  support  and 
resources  to  the  .•\1  Qaeda  terronst  group. 

Mohammed  Abdullah  Warsame,  30,  a 
Canadian  atizen  of  Somab  descent,  admitted 
that  he  attended  a training  camp  in  Afghani- 
stan at  the  same  tune  as  Osama  bin  Laden, 
according  to  unsealed  court  documents. 

.^uthonties  arrested  Warsame  on  Dec.  8, 
and  took  him  to  New  York  two  weeks  later 
He  was  held  without  bond  during  a court 
hearing  in  the  Southern  District  of  New 
3ork.  It  IS  not  known  when  he  will  next 
appear  in  court  in  Minnesota,  where  he  faces 
a sentence  of  up  to  1 5 years  in  pnson. 

“This  IS  pretty  good  evidence  of  how 
Minnesota's  got  the  law  enforcement  in  place 
that  works  together,  and  they  coordinate  and 
communicate  to  protect  us  from  terronst 
threats,  even  in  the  great  heartland  of 
Minnesota,”  said  US.  Attorney  Thomas 
Hcffle  finger. 

While  providing  few  details,  the  indict- 
ment says  that  Warsame  conspired  to 
provide  material  support  to  the  terronst 
organizauon  from  March  2000  until  his 
arrest.  Warsame,  a student  at  Minncapobs 
Community  and  Technical  College,  was 


arrested  by  members  of  the  FBI’s  Joint 
Terronsm  Task  Force  after  a lengthy 
invcstigaaon,  according  to  law  enforcement 
officials  who  spoke  anonymously  to  The 
Minneapobs  Star  Tribune.  Warsame’s  name 
was  kept  off  the  pubbe  roster  of  inmates  at 
the  Hennepin  County  Jail. 

In  an  uruclatcd  terrorist  mvesogabon,  a 
federal  grand  jury  indicted  an  Islamic  cleric 
who  was  a symbol  of  interfaith  cooperation 
after  Sept.  11,  charging  him  with  lying  on  his 
US.  atizenship  appbeanon  10  years  ago 
about  giving  help  to  terronst  groups. 

Fawaz  Mohammed  Damrah,  leader  of  the 
Islamic  Center  of  Cleveland,  concealed  his 
membership  or  affibauon  with  several 
organizabons,  including  the  Palestmian 
Islamic  Jihad, ^aid  U.S.  Attorney  Gregory 
White  Palestinian  Islamic  Jihad  has  been 
identified  by  the  federal  government  as  a 
terronst  group. 

The  Palestinian-born  Damrahm,  41, 
represented  the  Islamic  community  at 
interfaith  gatherings  m Cleveland  after  the 
terronst  attacks.  He  pleaded  nor  guilty  in  US. 
Distnet  Court  on  Jan.  13  and  was  released 
on  a $160,000  property  bond. 

In  Chicago,  meanwhile,  a man  learned  the 
hard  way  that  you  don’t  have  to  be  a terrorist 


yourself  to  run  afoul  of  the  law  — falsely 
accusing  others  of  such  activities  will  get  you 
in  hoc  water  just  as  easily. 

Abdul  Rauf  Noormohamed,  59,  was 
arrested  in  January  and  charged  with  making 
false  statements  to  federal  agents,  in  which 
he  accused  family  members  of  plotting  with 
Osama  bin  Laden,  as  a way  of  gctbng  even. 

Noormohamed  made  repeated  anony- 
mous calls  beginrung  in  mid-December  to 
the  FBI.  Though  he  refused  to  provide  a 
name  when  he  phoned  in  the  tips,  he  was 
identified  as  the  caller  nonetheless. 
Noormohamed  told  agents  that  his  relatives 
were  “planning  to  launch  attacks  against 
numerous  targets  in  Chicago." 

Hundreds  of  hours  were  wasted  by  the 
FBI-led  Joint  Terronsm  Task  Force  checking 
out  the  bogus  information  Noormohamed 
provided  , said  Thomas  J.  Kneix,  special 
agent  m charge  of  the  Chicago  field  office. 

In  a statement  announcing  the  arrest,  the 
FBI  said  that  the  relatives  Noormohamed 
accused  were  not  members  of  A1  Qaeda  or 
any  other  terronst  group. 

“Given  our  heightened  state  of  alert,  it’s 
unconscionable  for  someone  to  exploit  the 
situadort  to  settle  a personal  vendetta,”  Kncir 
said. 


Poison-pen  letters: 


Links  sought  — but  not  found  — in  ricin  cases 


Page  10 


Spring  2004 


Going  postal: 


Mistaken  delivery  bags  domestic  terrorists 


What  began  in  2002  with  a package 
containing  a trove  of  false  documents 
mistakcnJy  debvered  to  a Staten  Island,  N Y., 
residence  is  expected  to  end  with  prison 
sentences  for  two  Texans  and  a New  Jersey 
man  who  pleaded  guilty  to  domesUc 
terrorism-related  charges. 

The  sentencing  of  William  J.  Krar,  62,  his 
common-law  wife  Judith  Bruey,  54,  and 
Edward  Feltus,  56,  will  cap  the  most 
extensive  invesugadon  of  home-grown 
terronsm  since  the  1995  Oklahoma  City 
bombing. 

Two  years  ago,  an  envelope  meant  for 
Feltus,  a resident  of  Old  Bndge,  N.J.,  and  a 
member  of  a self-described  militia  group, 
was  turned  over  to  authorities.  In  addition  to 
United  Nations  and  Defense  Department  ID 
cards.  Social  Security  numbers  and  birth 
certificates,  the  enveloped  also  included  a 
note;  “We  would  hate  to  have  these  fall  into 
the  wrong  hands.” 

Following  that  lucky  break,  federal 
investigators  in  April  2003  raided  a storage 
facility  in  Noonday.  Texas,  not  far  from  Krar 
and  Bruey’s  home  in  Tyler.  The  investigators 
found  nearly  half  a million  rounds  of 
ammunition,  mote  than  60  pipe  bombs, 
machine  guns,  silencers,  and  remote- 
controlled  bombs  disguised  as  bnefcases. 

The  three  rented  storage  uruts  also 
contained  enough  chemicals  to  create  a 
sodium  cyanide  bomb  capable  of  killing 


William  J.  Krar  (1.)  and  Judith  Bruey, 
in  a sheriff's  department  photo, 
everyone  inside  a 39,000-square-foot 
building,  according  to  federal  authonties. 

However,  there  is  still  no  evidence  that 
Bruey  and  Krar  intended  to  kill  anyone, 
leading  authorities  to  believe  that  co- 
conspirators  might  still  be  out  there 

Krar  pleaded  guilty  to  one  count  of 
possessing  a dangerous  chemical  weapon, 
and  was  sentenced  to  1 1 years  in  prison.  He 
could  have  been  imprisoned  for  life, 
although  the  charge  does  not  specify  a 
minimum  or  maximum  sentence-  Bruey  faces 
five  years  after  pleadmg  guilty  to  conspiracy 
to  possess  an  illegal  weapon.  Feltus  pleaded 
guilty  to  aiding  and  abetting  the  transporta- 
tion of  forged  identification  documents  He 
could  receive  up  to  1 5 years  in  pnson. 

‘There’s  no  other  reason  for  anyone  to 
possess  that  type  of  device  other  than  to  kill 
people,”  said  Bnt  Featherston,  an  assistant 


U.S.  Attorney  and  the  federal  government’s 
ana-terronsm  coordinator  in  Texas’s  eastern 
district  “The  arsenal  found  in  those  searches 
had  the  capability  of  terrorizing  a lot  of 
people” 

There  is  much  to  indicate  Krar’s  potential 
for  domesuc  terronsm  In  1985,  he  was 
arrested  in  New  Hampshire  for  impersonat- 
ing a law  enforcement  officer,  according  to 
an  FBI  affidavit.  Krar  stopped  paying  federal 
income  taxes  in  1989,  and  his  ties  to  mibda 
groups  and  white  supremaasts  were 
invesugated  by  agents  during  the  mid-1990s. 

In  January  2003,  a Tennessee  state 
trooper  stopped  Krar  and  found  two  hand 
grenades,  handcuffs,  a gas  mask,  16  kmves 
and  40  wine-like  bottles  containing  an 
unknown  substance  in  his  rental  Car.  There 
were  also  a cache  of  handwritten  notes  that 
seemed  to  be  wntten  in  code.  To  signal  level 
of  threat,  the  code  ranged  ftom  “Lots  of 
l%ht  storms  are  predicted,”  to  ‘Tornadoes 
are  expected  in  our  area  — Things  very  hot. 
Lay  low  or  change  your  travel  plans.” 

Krar  told  authonties  the  code,  which  also 
included  sites  for  “meeting  places”  that 
included  hospitals  or  Wal-Marts  across 
Pennsylvania  and  the  South,  was  part  of  a 
plan  to  help  Bruey  escape  her  ex-husband. 

Still,  Krar  was  not  fully  invesbgatcd  until 
the  documents  he  sent  to  Feltus  ended  up  in 
the  wrong  hands. 

Cnacs  have  charged  that  the  case  has  not 


gotten  the  same  attention  from  the  White 
House  as  it  would  have  if  Krar  and  the 
others  had  been  members  of  .M  tjaeda 

Cases  like  this  — of  domestic  terronsm. 
especially  when  they  involve  white  suprema- 
cist and  conservative  Christian  groups  — • 
don’t  have  any  political  value  for  an  admirus- 
ttanon,  espcciaUy  this  particular  admmistra- 
non,”  wrote  Professor  Robert  Jensen,  a 
University  of  Texas  journalism  professor,  m 
the  Dec.  5 edition  of  Democracy  Now. 
"Therefore,  if  one  were  going  to  be  crass 
and  cynical,  why  would  they  highlight  this? 
On  the  other  hand,  foreign  terronsm  and 
things  connected  to  Arab.  South  Asun  and 
Muslim  groups,  well  those  have  value 
because  they  can  be  used  to  whip  up  support 
for  military  intervenaons.  which  this 
administration  is  very  keen  on.” 

Featherston  and  other  prosecutors 
dismissed  such  assertions. 

‘There’s  international  terronsm  and 
domestic  terrorism,  but  they’re  all  terronsm,” 
he  told  The  Assoaated  Press.  "I  don’t  care 
which  one  it  is  or  what  color  their  skin  is.  If 
their  intention  is  to  do  harm  to  the  adzens 
of  this  country,  then  all  the  resources 
necessary  ftom  the  local  level  to  the  federal 
level  will  be  put  into  the  case.” 

The  cache  was  uncovered  due  to  height- 
ened awareness  following  9/11,  said 
Featherston,  but  it  is  soil  a success  story. 
‘That  shouldn't  be  cnacizcd,”  he  said 


Judges  have  their  say: 


Terror  issues  make  their  way  through  courts 


DoJ  finds  no  Patriot  Act  abuses 


After  examining  more  than  1,000 
complaints  filed  against  the  USA  Patriot 
Act  during  the  last  six  months  of  2003,  a 
Justice  Department  investigation  has 
found  no  abuses  of  avil  rights  or  cml 
liberties  related  to  the  anti-tetrorism 
legislation. 

The  probe  was  conducted  by  the 
department’s  Inspeaor  General,  Glenn 
Fine.  Of  the  162  complaints  involving 
Justice  Department  employees.  Fine  found 


17  that  merited  full  investigation.  Most  of 
these  involved  excessive  force  or  verbal 
abuse  while  in  detention.  Some  mistreat- 
ment of  Arab  and  Muslim  inmates  in 
federal  prisons  was  found. 

An  additional  720  complaints  included 
those  made  by  people  who  claimed  their 
dreams  were  being  intercepted  by  federal 
agents,  or  who  alleged  that  the  govern- 
ment was  broadcasdog  harmful  signals. 
Fine’s  report  said. 


Without  comment,  the  U.S.  Supreme 
Court  in  January  let  stand  a federal  appellate 
ruling  that  accepted  an  argument  by  the 
Bush  administration  against  releasing  the 
names  of  hundreds  of  mostly  Muslim  men 
who  had  been  detained  following  Sept.  1 1 , 
on  the  grounds  that  disclosing  such  informa- 
tion would  leopardize  national  Security- 

Providing  a complete  list  would  “give 
terronst  organizations  a composite  picture 
of  the  government  investigaaon,”  a divided 
three-judge  panel  of  the  Uruted  States  Court 
of  Appeals  for  the  District  of  Columbia 
Circuit  had  ruled  last  in  June.  "The  judiciary 
owes  some  measure  of  deference  to  the 
execuDve  in  cases  impbcating  national 
security,”  said  the  majority. 

David  S.  Tatel,  the  judge  who  dissented  in 
the  2-1  decision,  said  that  by  not  requmng 
the  government  to  show  why  the  names  of 
those  who  had  been  cleared  of  terronst 
connections  could  not  be  made  pubbe,  the 
majonty  had  “converted  deference  into 
acquiescence.” 

The  names  of  129  detainees  who  were 
eventually  charged,  out  of  the  nearly  1,000 
arrested,  were  made  pubbe. 

The  lawsuit.  Center  for  National  Security 
Studies  V.  Umted  States  Department  of 
Justice,  was  filed  in  October  2001  by  a 22- 
member  coaboon  that  included  the  Ameri- 
can Civil  Liberties  Union,  Amnesty  Interna- 
tional USA  and  the  Council  of  American 
Islamic  RelaDons.  It  sought  the  names  of  the 
detainees,  the  lawyers  who  represented  them, 
the  dates  and  cucumstanccs  of  each  case, 
and  any  criminal  charged  filed,  in  addmon  to 
the  basis  for  keeping  the  records  under  seal. 

In  August  2002,  federal  distnct  judge 
Gladys  Kessler  ruled  in  response  to  a 
Freedom  of  Informauon  Act  (FOIA)  suit 
that  the  government  had  to  disclose  the 


names.  Her  decision  is  the  one  that  the 
appeUate  panel  overturned. 

The  Justice  Department  urged  the 
Supreme  Court  not  to  heat  the  case,  arguing 
that  disclosure  would  “provide  a toad  map 
of  law  enforcement’s  activity,  strategies  and 
methods..  ” The  investigatory  materials 
sought  would  not  even  be  available  in 
routine  cases,  the  DoJ  said,  due  to  an 
exemption  provided  by  the  FOL\  for  “law 
enforcement  records.” 

But  attorneys  for  the  plaintiffs  countered 
that  such  information  is  routinely  available 
on  pobce  blotters  and  was  necessary  for 
pubbe  evaluation  of  the  government’s 
pobcies. 

The  appeals  court,  said  Kate  Martin, 
director  of  the  Center  for  National  Security 
Studies,  had  ^ven  its  blessing  to  “a  secrecy 
regime  in  which  arrests  arc  off  the  pubbe 
docket,  people  are  held  in  secret,  deported  in 
secret,  and  two  and  a half  years  later,  we  soil 
don’t  know  the  names.” 

In  two  other  separate  but  related  federal 
deasions,  judges  struck  down  parts  of  anti- 
terronsm  legislation  they  said  was  so  vague 
as  to  run  afoul  of  First  Amendment 
protections. 

Judge  Audrey  B.  Collins,  of  the  federal 
distnct  court  in  Los  Angeles,  made  the  first 
decision  in  the  nation  that  strikes  down  any 
portion  of  the  USA  Patriot  Act.  Ruling  in 
January  in  a case  brought  by  several  local 
humanitarun  groups  that  work  with  Kurdish 
refugees  in  Turkey  and  Tamil  residents  in  Sn 
Lanka,  she  agreed  with  their  argument  that  a 
provision  which  prohibits  anyone  ftom 
providing  “expert  advice  or  assistance”  to 
known  terronst  groups  was  ’‘impermissibly 
vague.” 

Said  Colbns:  ‘The  USA  Patnot  Act  places 
no  bmitaaon  on  the  1)^56  of  expert  advice  or 


assistant  which  is  prohibited,  and  instead 
bans  the  provision  of  all  expert  advice  and 
assistance  regardless  of  its  nature.” 

Thus,  she  said,  the  law  could  be  con- 
strued to  include  “unequivocally  pure  speech 
and  advocacy  protected  by  the  First  Amend- 
ment-.” 

Colbns  blocked  the  JusQce  Department 
ftom  enforcing  the  provision  against  the 
plamnffs.  She  sided  with  the  government, 
however,  in  declining  to  grant  a nationwide 
injuncDon  against  the  agency. 

The  Justice  Department  is  planning  to 
review  the  dcasion  to  sec  if  it  should  be 
appealed,  said  offiaals.  It  is  abeady  reviewing 
a ruling  by  the  U.S.  Court  of  Appeals  for  the 
Ninth  Circuit  that  struck  down  part  of  a 
1996  anD-terronsm  Uw  outlawing  financial 
assistance  or  material  support  to  groups 
deemed  terronst  by  the  State  Department. 

In  Its  ruling,  the  appeals  court  found  that 
punishing  people  with  as  much  as  bfc 
impnsonment  for  providing  “trauung”  or 
"personnel”  to  a terror  group  was  unconsD- 
tuoonal. 

Another  federal  court  deasion  in  January 


found  that  the  Denver  Pobce  Department 
was  entitled  to  withhold  from  civil  bbernes 
groups  the  staffing  numbers  for  its  multi- 
agency Joint  Terronsm  Task  Force,  on  the 
grounds  that  it  could  provide  useful  infor- 
mation to  those  planning  attacks. 

The  ACLU  sued  pobce  last  AprU, 
demanding  to  sec  a contract  between  the 
department  and  the  FBI  m order  to  deter- 
mine whether  an  agreement  that  settled  a 
suit  over  the  department’s  so-called  “spy 
files”  was  being  adhered  to.  Pobce  had 
promised  that  officers  would  stop  keeping 
files  on  people  attending  peaceful  rabies,  but 
the  ACLU  contends  that  such  events  arc 
monitored  by  the  FBI-led  task  force. 

A copy  of  the  contract  v.'as  pro^^dcd.  but 
with  portions  blacked  out.  According  to 
Roger  Mornson,  the  FBI’s  unit  cljief  for  the 
Naoonal  Joint  Terronsm  Task  Force  in 
Washington,  DC.,  that  was  done  to  prevent 
terronsts  ftom  seeing  the  level  of  ano- 
terronsm  ^sources  being  deployed. 

Distnct  Judge  Joseph  Meyer  ruled  that 
the  ACLU  could  make  its  determination 
using  the  redacted  contract 
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Are  we  having  funds  yet? 

Few  fans  of  federal  funding  formula 


Contiaued  from  Page  1 
mg  Its  populaoon-based  schemes  and 
moving  more  money  towards  New  \ofk  City 
where  it  is  needed,”  said  Mayor  Michael 
Bloomberg 

The  city  received  some  $100  miUion  in 
homebnd  security  money  during  the  current 
fiscal  year  —the  largest  chunk  of  federal 
funds  in  actual  dollars.  Bloomberg  has 
requested  four  tunes  that  amount  for  the 
fiscal  year  bcginnmg  July  1 

In  addition  to  the  new  formula,  the 
budget  calls  for  funding  to  those  cities 
considered  to  be  under  a “high  threat”  of 
fcrronsm  to  be  doubled  to  more  than  $1  4 
biUion.  This  money  would  come  in  the  form 
of  federal  funds  known  as  Urban  Area 
Security  Initiauve  (UASI)  grants. 

New  York  City  is  one  of  the  50  jurisdic- 
tions across  the  country  that  would  be 
cnoded  to  the  UASI  grants.  Among  the 
others  are  Los  Angeles,  Chicago  and 
V^ashington  Last  year,  just  seven  ernes  were 
on  the  list,  and  New  York  received  25 
percent  of  available  funds,  or  $125  miUion. 

In  2004.  however,  it  received  just  6.5  percent, 
or  $47  tniUion.  If  the  same  number  of  aaes 
is  allowed  to  parocipate  in  the  program  next 
year,  warned  Representative  Anthony  Weiner 
(D-N.Y).  New  ork  can  expect  to  receive 
$94  miUion  — far  less  than  the  $400  million 
requested  by  Bloomberg 

“The  mayor  doesn’t  get  it,”  Weiner  told 
The  New  York  Sun.  “More  funding  is  a start, 
but  the  only  way  it  will  make  a real  difference 
IS  if  we  limit  the  number  of  ciQcs  eligible  to 
get  It." 

Werner  has  introduced  a bill  that  would 
make  only  1 5 cities  el^blc  for  the  funds. 

The  2005  budget  proposal  also  includes  a 
government-wide  increase  of  14.4  percent, 
or  $47  4 billion,  in  homeland  security 
spending  Discretionary  spendmg  would  be 
increased  by  31  percent,  or  $28.3  billion. 

More  than  $890  million  would  be  allocated 
for  asTation  security  — a 20  percent  increase. 
The  money  would  be  used  for  bomb- 
detecQon  machines,  the  training  of  federal 
air  marshals,  and  other  security  measures. 

Justice  Department  funding  for 
counterterrorism  and  homeland  security 
efforts  would  be  increased  by  19  percent,  to 
$2.6  billion.  Much  of  it  would  be  used  to 
deploy  nearly  400  FBI  agents  to  new 
intelligence-  and  terronsm-related  dunes  at 
home  and  abroad.  Mote  than  2,600  of  the 
bureau’s  1 1 ,000  agents  would  be  perma- 
nendy  assigned  to  countertertonsm  dunes,  a 
figure  neatly  double  that  pnor  to  the  Sept.  1 1 
anacks 

Despite  the  seeming  increase,  a study  by 
the  Intctnaoonal  Associauon  of  Chiefs  of 
Police  issued  in  February  found  that 
spending  for  sute  and  local  law  enforcement 
would  actually  be  reduced  under  the  2005 
budget 

Money  allocated  to  states  and  subse- 
quently to  local  junsdicnons  by  the  DHS 
comes  under  three  different  grant  programs 
the  State  Homeland  Sccunty  Grant  Program 
(SHSG)  which  funds  a wide  range  of  pubic 
service  agencies  responsible  for  preparing 
for  or  responding  to  lerronst  anacks;  the 
Law  Enforcement  Terrorism  Prevenuon 
Program  (LETPP),  designed  solely  for  use 
by  state  and  local  law  enforcement  to  cover 
anu-terronsm  costs;  and  the  UASI. 

The  only  one  that  remains  at  the  same 
les'cl  from  2004  to  2005  is  the  LETPP,  at 
$500  miUion  Funding  for  the  SHSG  would 
be  cut  by  58  percent,  leaving  pubic  safety 


agencies  in  all  50  states  to  compete  for  a pot 
of  only  $700  millon,  compared  to  the 
current  $1.7  billon  in  available  funds. 

The  UASI,  while  projected  to  increase 
from  $877  miUion  to  $1  4 billon,  docs  not 
apply  to  any  junsdietjon  outside  of  the  50 
designated  by  the  DHS. 

“Clearly,  under  this  proposal,  the  vast 
majonty  of  law  enforcement  agencies  who 
are  not  elgibic  to  receive  funds  under  the 
UASI  will  be  forced  to  compete  for  funding 
assistance  from  a much  smaller  pool  of 
funds,”  said  the  lACP  report. 

And  if  the  UASI  is  excluded,  the  report 
noted,  the  funding  levels  for  the  vast 
majority  of  state  and  local  pubic  safety 
agencies  falls  by  46  percent  from  2004  levels. 

Although  DHS’s  formula  has  come  under 
fire  primarily  from  densely  populated  areas, 
some  smaller  jurisdicuons  also  feel  that  they 
have  been  shortchanged  by  the  polcy,  and 
nghtfuUy  so,  according  to  Representative 
Chnstopher  Cox,  a Calfornia  Republcan 
who  chairs  the  House  Select  Committee  on 
Homeland  Secunty. 

Funds  should  be  disbursed  on  the  basis 
of  “hard-nosed  threat  assessment,”  he 
asserted  in  an  op-ed  publshed  last  Septem- 
ber in  The  Washington  Times.  Small- 
populaQon  states,  such  as  Iowa,  where  much 
of  the  naaon’s  food  is  grown,  can  legiti- 
mately claim  attention. 

“While  larger  population  concentrations 
may  indeed  be  terror  targets,  [popuIaQon- 
based  distribution]  is  a very  unsophisQcated 
approach  to  what  should  be  an  inteUigence 
driven  process — Regions  such  as  Alaska 
and  Wyoming  that  have  few  people  arc  thick 
with  defense  assets,  energy  and  other 
productive  inCcastructure,”  Cox  noted. 

Indeed,  Port  Huron,  Mich.,  might  have 
only  32,000  people  Iving  there,  but  it  also 
has  the  Blue  Water  Badge  that  Inks  it  to 
Ontano,  four  other  mternadonal  entry 
points,  eight  water  plants,  four  power- 
generating  plants  and  30  miles  of  natural  gas 
pipelne 

Tesofymg  before  the  Senate  Govern- 
mental Af^irs  Comnuttee  in  February, 
Homeland  Secunty  Secretary  Tom  Ridge 
called  the  cit)’  an  “extraordinary  example 
where  we  had  a small  community  that  had 
cntical  infrastructure  around  it  and  in  it.  And 
yet,  I don’t  beleve  they’ve  qualfied. . -for  any 
addioonal  doUars.  If  we  had  that  flexibilty 
vested  in  the  department,  I think  we  could 
address  the  concerns  of  some  of  those 


The  Port  Huron,  Mich.,  area  (lower 
right  in  map)  wants  a better  share  of 
homeland-security  funds  to  protect 
infrastructure  that  includes  the  Blue 
Water  Bridge  (right)  that  links  it  to 
Ontario,  Canada. 


communities  easier.” 

Not  so  fast,  some  say.  Basing  distnbudon 
solely  on  threat  would  leave  some  states  or 
communities  without  the  means  to  maintain 
a basic  level  of  security. 

In  West  Virginia,  officials  are  concerned 
that  any  shift  to  a threat-based  formula 
would  be  unfair  to  rural  areas.  At  $13.79  per 
capita,  the  state  is  1 5th  overall  in  the 
distribunon  of  homeland  secunty  funds. 

‘Tm  not  saying  they  don’t  need  the 
money  and  don't  need  to  be  prepared,  but 
you  don’t  rob  Peter  to  pay  Paul,”  Charleston 
Emergency  Services  Director  Mark  Wolford 
told  The  Charleston  Daily  Mail- 

What  most  concerns  officials  are  plans  to 
cut  first-responder  grants  administered 
through  the  Office  of  Domestic  Prepared- 
ness ftom  their  current  level  $4  4 billion  to 
$3.6  billion.  While  UASI  grants  would 
double,  they  note,  SHGP,  or  basic  state 
formula  grants,  would  be  shaved  by  $1 
billion-  Funding  for  state  and  local  training 
programs  would  fall  firom  $202  million  to 
$87  rnillion. 

“It’ll  be  the  man  or  woman  out  there  in 
the  patrol  car  first,”  said  Cabell  County 
Sheaff  Kim  Wolfe,  who  heads  the  state’s 
sheriffs  association. 

San  Diego  police  officials  are  trying  to 
figure  out  why,  when  the  city  has  among  the 
busiest  border  crossings  in  the  world,  an 
international  airport  and  one  of  the  largest 
concentrations  of  Navy  ships,  it  received  just 
$10.5  million  in  the  latest  round  of  grants  in 
January  — less  than  half  of  what  San 
Francisco  received.  Even  Santa  Ana,  with 
less  than  half  of  San  Diego’s  population  of 
1.25  milbon,  received  roughly  $14  million. 

“San  Francisco  got  fat  more  money  than 
we  did,  and  I can’t  believe  their  threat  is 
larger  than  ours,”  Pobce  Chief  William 
Lansdowne  told  The  San  Diego  Union- 
Tnbune.  “We  have  border  issues,  military 
bases.  They  don’t  have  that.” 

The  police  department  itself  has  received 
less  than  $500,000. 

In  all.  the  San  Diego  region  has  received 
$52  million  since  Sept-  11.  2001.  .although 
the  city  has  21  of  San  Diego  County’s  top  25 
potential  terronst  targets,  officials  complain, 
they  must  compete  for  a share  of  that  pot 
with  other  municipalities,  including  Del  Mar 
and  Coronado. 

While  the  city  did  not  fare  well  under  a 
one-city,  one-vote  system  set  up  by  the 
county  government’s  Unified  Disaster 


Council  board,  which  coordinates  contin- 
gency plans,  a new  method  for  dividing  the 
funds  should  give  San  Diego  a fairer  shake, 
said  D-P-  Lee,  the  city’s  director  of  homeland 
security. 

The  proposal  under  consideration  would 
base  the  allocations  on  which  jurisdiction  has 
the  largest  number  of  emergency  workers. 

With  39  percent  of  first  responders  in  the 
county,  San  Diego  would  get  39  percent  of 
the  funds. 

Much  of  the  $52  million  in  the  San  Diego 
area’s  pot  has  not  been  spent.  Some  $5 
million  has  gone  for  protective  suits  and 
respirators  that  would  be  used  in  the  event 
of  a biological  or  chemical  attack. 

This  IS  true  in  a number  of  states  and 
locabaes  where  the  flow  of  money  has  been 
so  fast,  and  offiaals  have  been  so  hard 
pressed  to  come  up  with  plans  for  using  it, 
that  they  run  the  risk  of  either  spending  it 
inefficiently,  or  losing  it. 

“I  don’t  know  where  all  this  money  is 
coming  ftom,  but  there  sure  is  enough  of  it 
all  of  a sudden.”  Don  Bartholomew, 
coordmator  of  the  Fremont  County,  Iowa, 
emergency  management  division,  told  The 
Associated  Press.  “I  think  there’s  a lot  of 
overkill.  We’re  not  that  high  on  the  vulner- 
abibty  chart." 

The  federal  government  has  pledged  $107 
milbon  for  Iowa’s  anti-terrorism  efforts.  Yet 
of  the  $37.5  miUion  received  since  early 
2002,  less  than  $1 1 milbon  has  been  spent, 
according  to  records  ftom  the  state’s 
homeland  secunty  agency. 

Polk  County,  which  mcludes  Des  Moines, 
was  one  of  21  counties  in  Iowa  to  forfeit  a 
total  of  $78,000  in  community  response 
team  grants  in  2003  when  it  failed  to  use  the 
money  m time. 

‘To  be  quite  frank  about  it.  they’re  giving 
us  money  for  things  — not  peofJe,"  Sheriff 
Dennis  Anderson  told  The  AP  “With  our 
shrinking  budgets,  our  concern  is  the  cop 
that  shows  up  on  the  street,  the  firefighter 
that  shows  up  at  the  house,  the  pubbe-works 
department  that  cleans  up  the  scene.  That’s 
the  part  that’s  missing  ftom  this  equation. 
We’ve  got  gas  masks,  but  where’s  the  bodies 
to  pul  them  on?" 

Jim  Wakeman,  head  of  operations  for  the 
Missouri  State  Emergency  Management 
Agency,  said,  “We’re  in  a real  unusual 
situaaon  where  the  state’s  drowning  in  red 
ink  and  we’re  swimming  in  money.” 

Wakeman’s  agency  is  currently  tracking 
neatly  $68  milbon  in  grants  received  by  the 
state  — neatly  100  times  mote  than  his 
office  generally  monitors. 

About  one-third  of  a $17  milbon 
bioterrorism  budget  has  been  used  to  hire 
emergency  planners,  disease  investigators 
and  communication  spcciabsts.  At  the  same 
time,  posiuons  for  invesugators  of  sexually 
transmitted  diseases  have  been  cut  by  the 
state. 

Such  a move  could  leave  a pubbe  health 
department  weak  in  the  event  of  a terrorist 
attack,  say  pubbe  health  officials. 

Missouri  officials  say  they  know  the 
money  will  not  continue  to  roll  in  forever, 
although  they  expect  grants  over  the  next 
two  to  three  years. 

Said  San  Diego’s  Lee:  “Without  the 
money,  we  don't  have  the  resources  to  meet 
the  breadth  of  this  new  mission,  and  that’s 
being  ready  for  weapons  of  mass  destruc- 
aon.  Wc  have  bmited  capacity.  Will  I tell  you 
what  we’re  missing?  No,  I will  not.  That  is 
something  that  can  be  used  against  us.” 


Page  12 


Spring  2004 


TV  or  not  TV,  that  is  the  question. , , 


Misuse  of  security  funds  under  scrutiny 


The  use  of  anti-te'rtorism  funds  by  a top 
former  Massachusetts  pubUc  safety  official 
to  buy  a $17,000  plasma-screen  television  set 
may  be  just  the  up  of  an  iceberg,  experts  say, 
as  other  cities  and  states  discover  that  money 
dispersed  after  Sept.  1 1 has  found  its  way 
into  projects  which  seem  to  have  only  a 
tenuous  connecaon  to  homeland  security. 

“We  re  talking  billions  and  btlbons,  and 
this  money  ought  to  be  spent  according  to 
nauonal,  minimum  standards,’’  said  Warren 
B.  Rudman,  a former  US.  senator  from  New 
Hampshire  who  now  chairs  the  homeland 
sccunty  task  force  of  the  Council  on  Foreign 
Relauons,  "Unless  we  get  these  standards  in 
place,  we're  going  to  have  money  wasted.” 

Last  fall,  The  Washington  Post  followed 
the  trail  of  some  $324  million  in  anu- 
terronsm  funds  to  the  Washington,  D.C., 
area  over  the  past  two  years,  and  found  that 
among  the  items  acquired  with  the  money 
was  a half-million-dollat  digital  camera  for 
mug  shots  by  the  Pnnee  George’s  County, 
Md.,  Police  Department . 

A $7.9  milbon  grant  was  meant  to  buy 
protecuve  gear  for  police  ofbeers.  But 
officials  insist  that  the  mug  shot  camera  was 
a pnonty,  because  it  could  be  used  to 
photograph  terronst  crime  scenes.  Uruon 
officials,  however,  said  police  arc  soil  waiting 
for  gas  masks- 

“If  you  don’t  have  the  proper  masks,  you 
aren’t  going  to  be  able  to  go  m and  photo- 
graph anything  anyway.  If  there  was  an 
attack,  police  ofbeers  and  civilians  would  die 
because  of  out  lack  of  preparedness,”  said 
Cpl.  Anthony  M.  Walker,  then  the  president 
of  the  local  Fraternal  Order  of  Police  lodge, 
in  an  interview  with  The  Post  shortly  before 
his  death  in  November. 

borne  agencies  used  the  homeland- 


Continued  from  Page  1 
federal  government  stockpile  that  can  be 
debvered  to  New  York  within  a matter  of 
hours. 

Police  are  expected  to  play  a role  in 
secunng  and  transporting  these  items,  as  well 
as  providing  secunty  at  hospitals. 

A key  issue  for  the  N.Y.PD  is  the 
possible  enforcement  of  quarantine  and  the 
isolation  of  those  who  might  have  been 
exposed  to  a deadly  pathogen  during  an 
anack.  While  the  N.Y.P.D.  had  considered 
developing  its  own  plan,  a strategy  by  the 
Health  Department  would  be  one  of 
persuading  those  people  to  remain  at  home 
with  the  inducements  of  food  and  medical 
deliveries. 

The  37,000-officcr  police  force  would 
also  be  strained  by  its  efforts  to  keep  order 
in  a city  panicked  after  such  an  attack.  In 
addition  to  coping  with  the  mass  exodus  that 
would  most  likely  be  triggered,  the  N.Y.P.D. 
would  also  be  attempting  to  deter  a potential 
secondary  attack  and  investigate  the  one  that 
had  already  occurred. 

Kelly  has  been  praised  by  terrorism 
experts  for  not  opting  for  a theoretical  "gold 
standard”  in  efforts  to  deter  and  possibly 
respond  to  a catastrophic  event. 

In  a recent  meeting  with  senior  pobcc 
commanders,  he  caudoned  them  to  “be 
rcabsQc”  given  fiscal,  legal  and  pracdcal 
constraints. 


secunty  funds  to  dde  them  over  budget 
crises.  Maryland  received  a $22  milbon 
homeland  security  grant,  of  which  $1.3 
milbon  was  supposed  to  go  toward  person- 
nel at  the  state’s  pubbe  health  labs.  Instead, 
the  money  was  used  to  buoy  the  agency  after 
a 5 percent  budget  cut  last  year  and  repay  the 
state  for  overtime  during  the  during  the 
anthrax  attacks  in  2001,  according  to  aedng 
director  Jack  Deboy. 

Deboy  told  The  Post  that  his  department 
IS  no  more  ready  to  handle  another  such 
emergency  than  it  was  then,  when  he  had. to 
tram  people  &om  other  divisions  to  test 
white  powder  samples. 

“The  problem  is  we’re  not  getung  a 
nickel's  worth  of  extra  secunty,”  said  Paul  C. 
Light,  a government  scholar  at  New  York 
University  who  noted  that  such  budgetary 
juggbng  is  common. 

While  law  enforcement  is  arguably  better 
prepared  now,  more  than  two  years  after  the 
terronst  attacks.  The  Post  noted  that  there  is 
still  no  reverse  911  system  in  the  region  that 
would  inform  residents  cut  off  from 
television  or  radio  about  emergencies,  no 
comprehensive  plan  to  reunite  famibes 
separated  dunng  ebsasters.  and  some  pobce 
are  soil  waitmg  for  protective  gear. 

Another  problem  is  that  with  no  suong 
direction  &om  the  government,  junsdicDons 
arc  mote  or  less  free  to  set  their  own 
pnonties  for  the  funding. 

Before  his  retirement,  Virginia  State 
Pobce  Supermtendent  Gerald  MassengiU 
used  $1.4  milbon  to  atm  every  trooper  with  a 
M4  automatic  rifle  because  he  feared  they 
were  outgunned.  The  agency  also  plans  to 
spend  mote  than  $l  milbon  for  seven 
armored  personnel  carriers. 

Officials  in  Montgomery  County,  Md., 


This,  in  part,  has  meant  knowing  what  to 
reject.  In  addition  to  not  crcaang  its  own 
pharmaceutical  stockpile,  the  city  has  also 
said  no  to  a plan  that  would  have  outfitted  all 
city  pobce  units  with  Mark  1 auto-injectors, 
devices  that  carry  a nerve-gas  anadote.  The 
Office  of  Emergency  Management,  city 
hospitals,  emergency  medical  service  and 
N\TD  tactical  teams  have  100,000  of  the 
injectors. 

The  problem  is  that  they  arc  powerless 
against  non-nerve  agents,  and  could  Ause 
serious  adverse  reactions  if  injected  into 
anyone  who  has  not  been  exposed.  Distnb- 
uting  them  to  pobce  would  be  impractical 
and  nsky,  officials  decided. 

For  more  than  a year,  the  N.Y.PD.  has 
been  using  mote  than  700  personal  raduoon 
detectors,  checking  trucks  and  cars  on  the 
street  and  in  garages.  The  city  also  uses 
Biowatch  technology,  which  can  “stuff”  the 
air  for  1 5 potentially  lethal  pathogens.  A fully 
automated  system  that  would  monitor  the  air 
to  detect  and  monitor  the  presence  of  more 
than  100  different  bacterial  and  viral  agents 
within  45  minutes  is  being  developed  to 
operate  outside. 

The  Autonomous  Pathogen  Detection 
System  is  “as  close  to  instant  detection  as 
any  system  has  come,”  said  Dr.  Dani-Margot 
Zavasky,  an  infecDous  disease  spcciabst  who 
was  hired  in  2002  as  medical  director  of  the 
city’s  counterterrorism  bureau. 


bought  an  $800,000  mobile  pobce  command 
bus,  and  spent  $566,380  on  audiovisual 
equipment,  including  eight  plasma-screen 
televisions  that  cost  $20,000  each. 

The  District  of  Columbia  used  $35,000  to 
outfit  health  workers  with  lettered  parkas, 
caps  and  pobce  and  denim  shirts.  Employees 
would  not  be  as  comfortable  dunng  long 
emergency  shifts  in  varying  weather  condi- 
tions wearing  less  expensive  sbp-on  vests, 
noted  Deputy  Mayor  Margret  Ncdelkoff 
Kellems. 

In  Westwood,  Mass.,  money  spent  on 
clothing  for  pobce  that  seemed  to  have  btde 
to  do  with  fighting  terronsm  is  part  of  a 
federal  investigation  into  the  practices  of 
James  P.  Jajuga,  the  former  state  secretary  of 
pubbe  safety. 

In  addition  to  his  quesuonable  purchase 
of  the  $17,000  plasma  TV,  Jajuga  is  accused 
of  using  anD-teironsm  funds  to  benefit 
himself  and  his  fnends.  Among  the  allcga- 
Dons  IS  that  he  approved  $18  milbon  in 
grants  to  the  University  of  Massachusetts  at 
Lowell  on  the  condmon  the  school  give 
contracts  or  jobs  to  four  of  his  former 
pobocal  aides  or  advisers.  According  to  the 
university’s  records,  Jajuga  aides  were  paid 
more  than  $325,000  between  2001  and  2003 

Richard  St.  Louis,  a former  adviser  to 
Jajuga  and  himself  the  target  of  an  FBI 
probe,  was  paid  $106,144  from  grant  money 
to  develop  a curriculum  for  practical  skills, 
according  to  a report  by  The  Boston  Globe. 

St.  Louis  is  a principal  in  Crest  Associates, 


The  abibty  of  federal,  state  and  local 
governments  to  protect  pubbe  safety  and 
national  secunty  would  be  jeopardiacd  if 
online  telephone  calls  were  to  be  exempted 
from  federal  wiretapping  provisions, 
according  to  a memo  submitted  to  the 
Federal  Communications  Commission  by 
representaaves  of  the  FBI  and  the  Depart- 
ment of  Jusbce 

At  issue  is  regulation  of  the  fast-growing 
technology  of  Internet  phone  service. 
Although  It  currently  makes  up  just  I 
percent  of  overall  telecommunications 
revenue,  calls  made  onbne  arc  expected  to 
transform  the  telecommumcaoons  industry 
in  the  next  decade.  Equipment  revenue  at 
companies  providing  the  service  totaled  $3.3 
bilbon  in  2003,  but  could  grow  to  $15.1 
bilbon  by  2007,  according  to  Thomas 
Valovic,  a program  director  at  the  technology 
research  firm  IDC  in  Boston. 

It  is  possible  for  law  enforcement  to  tap 
such  calls,  just  more  difficult.  Data  from 
voicc-ovet-Internct  calls  ate  chopped  into 
digital  packets  and  sent  like  email.  When  the 
packets  reach  theu  destination,  they  arc 
reassembled  as  speech.  AU  that  is  needed  to 
make  such  a call  is  an  Internet  connection, 
software  and  a computet  or  dedicated 
Internet  telephone. 

What  federal  law-enforcement  agencies 
arc  seeking  from  the  FCC  is  a ruling  that 
would  classify  Internet-based  telephony 
under  the  same  laws  that  require  earners  or 
software  companies  to  “develop  intercept 
solutions  for  lawful  electronic  surveillance.” 

According  to  FCC  officials,  the  concerns 
raised  by  the  JusDce  Department  and  FBI  are 
“senous.”  While  examining  the  potenoal 


a consulting  firm  that  has  helped  municipal, 
state  and  county  agenaes  apply  for  and 
administer  federal  grants  coming  through  the 
pubbe  safety  agency. 

The  Westwood  Pobce  Department  spent 
$13,000  of  a $75,000  grant  for  the  creaDon 
of  a special  response  team  to  buy 
sweatpants,  hooded  sweatsKuts,  t-shirrs, 
baseball  caps,  shorts  and  polo  shirts,  all  with 
the  department’s  logo  Some  $35,000  was 
also  spent  on  top-of-the-bne  duty  jackets  and 
high-visibibty  vests,  with  extra  charges  for 
embroidered  logos  and  parches,  according  to 
The  Globe. 

Chnstine  Cole,  deputy  chief  of  staff  at 
the  Executive  Office  of  Pubbe  Safety 
defended  the  purchases  as  allowable  under 
federal  guidelines 

The  clothing  expenditures,  she  told  The 
Globe,  "were  consistent  with  the  intent  of 
the  grant  — to  estabbsh  a regional  rapid 
response  team  — and  this  expenditure 
enabled  all  members  of  the  team  to  be 
outfitted  uniformly.” 

Westwood  was  the  lead  department 
among  40  mumcipabdes  that  received  $I 
milbon  in  grant  money  while  Jajuga  headed 
the  department  of  pubbe  safety  That 
position  is  now  held  by  Edward  Flynn,  the 
former  pobcc  chief  of  Arlington  County,  Va. 

As  for  the  60-inch  plasma  TV,  Gov.  Mitt 
Romney  has  asked  Flynn  to  explore  sclbng 
the  set,  which  was  purchased  in  2002  at  the 
height  of  the  state’s  budget  crunch. 

“If  wc  can  sell  it,  we  will,”  said  Romney 


economic  harm  that  online  telephony  could 
cause  to  the  industry,  the  FCC  said  it  would 
look  into  the  wiretapping  concerns 

Under  the  Communications  Assistance 
for  Law  Enforcement  Act  of  1994,  the  FCC 
has  been  allowed  to  order  standards  to 
facibtate  wiretapping.  Wireless  companies 
have  rcccndy  been  ordered  to  mstaU 
technology  that  permits  both  eavesdropping 
and  location  tracking  of  ccU-phonc  users. 

By  classifying  Internet-based  phone 
services  as  "telecommunications.”  under  that 
act,  companies  would  have  to  provide  law 
enforcement  with  access  to  contemporane- 
ous conversaoons,  according  to  a report  by 
The  New  York  Times.  However,  it  would 
also  impose  on  carriers  the  requirements 
mandated  by  the  1996  Telccommunicaaons 
Act,  which  ensures  access  to  91 1 emergency 
service  and  universal  availabibty  of  tele- 
phones These  obbgadons  would  be  so 
expensive,  however,  that  Internet-telephone 
service  providcn  say  they  would  hinder 
development  of  the  emerging  technology 

Government  and  industry  lawyers  have 
proposed  that  the  service  be  classified  as 
telecommurucaaons  under  the  1994  law,  and 
as  information  under  the  1996  act  Under 
that  classificaQon.  Internet  telephony  would 
be  exempt  from  the  eatber  surveiUance  law. 

FCC  Chairman  Michael  K Powell  is 
among  those  who  have  cautioned  that 
attempts  to  regulate  the  technology  could 
hamper  growth. 

‘To  regulate  the  Internet  in  the  image  of 
a familiar  phone  service  is  to  destroy  its 
inherent  character  and  j>otential,”  said 
Powell  Such  new  technologies,  he  said,  gist 
people  "more  choice  and  control.” 


NYPD  gears  up  for 
"the  unthinkable" 


FBI  wants  to  tap 
Internet  phone  calls 
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"Crystal  ball  is  no 
substitute  for  proper 
intelligence  sharing 


The  FBI's  pracoce  of  denying  local  and 
state  pobce  access  to  sensitive  federal 
information  in  “real  dmc”  is  tantamount  to 
asking  that  they  rely  on  a “crystal  ball 
method”  to  ensure  that  terronsts  do  not 
elude  their  grasp,  according  to  a former 
bureau  ofbaal. 

JaiTies  Kallstrom,  who  reared  as  assistant 
director  in  charge  of  the  FBI’s  New  York 
office,  and  later  headed  the  New  York  State 
Office  of  Public  Security,  tesafied  in 
December  before  the  New  York  State 
Legislature’s  Temporary  Joint  Legislaave 
Committee  on  Disaster  Preparedness  and 
Response  Kallstrom  and  former  State  Police 
Superintendent  James  McMahon,  his 
successor  as  head  of  the  pubbe  secunt}' 
office,  told  legislators  that  the  state’s  70,000 
officers  need  immedute  access  to  federal 
data  about  secunty  risks. 

“Our  state  and  local  pobce  have  not  been 
fully  engaged  or  empowered  to  fight  in  the 
war  on  terronsm,"  said  Kallstrom,  who  now 
serves  as  Gov.  George  Pataki’s  special 
advisor  on  secunty.  “Not  using  pobce  and 
sheriffs  who  arc  out  there  on  the  streets  and 
highways  and  in  out  communiaes  effecdvcly 
in  this  regard,  is  inexcusable. . we  need  to 
fine-tune  their  eyes  and  cars  and  properly 
equip  them  to  serve  as  frontline  by  arming 
them  u.ith  relevant,  acQonablc  informaaon 
to  do  the  job.” 

>X'ithout  access  to  this  data,  he  said,  it  is 
conceivable  that  someone  on  a terronst 
watch  Ust  could  be  involved  in  a routine 
traffic  stop,  then  sent  on  his  way  by  an 
officer  who  did  not  know  with  whom  he  was 
deabng 

Two  of  the  Sept.  1 1 hijackers  had  been 
pulled  over  for  a traffic  stop  earber  in  2001. 
but  were  let  go  after  producing  what  seemed 
bke  vabd  idenaficaaon. 

The  state  Department  of  Motor  \'chicles 


has  found  thousands  of  examples  of  Social 
Security  numbers  being  bsted  in  mulaple 
driver’s  bcense  appbcaQons,  said  Kallstrom. 

In  one  case,  he  said,  the  same  number  was 
used  by  57  different  people. 

“Until  the  federal  government  creates  an 
effecave,  timely  system  for  cops  on  the  beat 
to  gam  access  to  this  cnacal  inteUigence,  we 
are  bteraUy  askmg  our  law  enforcement 
personnel  to  rely  on  the  crystal  ball  method 
to  ensure  a known  terrorist  doesn’t  sbp 
through  their  fingers,”  said  Kallstrom. 

Only  about  300  officers  m the  state  share 
mformaaon  about  potential  terronst  threats 
as  members  of  joint  terronsm  task  forces. 

In  a report  by  the  Markle  Task  Force  on 
National  Secunty  m the  Information  Age. 
the  federal  government  received  poor  marks 
in  sharmg  mformaaon  about  terronst  threats 
with  state  and  local  authonaes. 

The  task  force,  headed  by  the  Markle 
Foundaaon's  president,  attorney  Zoe  Baird, 
and  the  founder  and  former  chief  executive 
of  Netscape,  James  Barksdale,  found  that 
sharing  “remams  haphazard  and  still  overly 
dependent  on. . .personal  relaaonships 
among  known  colleagues.” 

In  a report  by  the  Jusace  Department’s 
Inspector  General,  the  FBI  was  found  to  be 
makmg  improvements  m the  way  it  shares 
data.  A “fundamental  reform  is  underway”  at 
the  bureau,  said  Inspector  General  Glen 
Fine.  The  FBI,  he  said,  has  taken  a “senes  of 
acdons”  to  improve  its  ability  to  commuru- 
cate  withm  its  ranks  and  to  analyze  and 
disseminate  data  to  outside  agencies. 

Fine’s  report  pomtedlo  such  steps  as  an 
mcrease  m the  number  of  Jomt  Terrorism 
Task  Forces,  horn  36  m 2001  to  84  m 2003, 
and  expanded  circubtion  and  declassificaaon 
of  mtelligence  to  state  and  local  agencies. 

The  FBI  has  also  restructured  its 
Counterterronsm  Division  from  two  main 


laformadoo-sharing  io  the  interest  of 
the  mark,  says  a retired  FBI  official. 


homeland  security  comes  up  short  of 


secaons  to  nine,  with  a new  emphasis  on 
analysis,  terronst  threats,  terrorist  financmg 
and  dissemmadon  of  intelligence,  said  the  I- 
G’s  report. 

Overcommg  security  clearance  was  one 


of  the  obstacles  that  Fine’s  office  cited  to 
improving  the  sharing  of  information,  along 
with  the  need  for  technological  improve- 
ments and  the  cstabbshmem  of  pobcies  and 
procedures  for  mahagmg  the  flow  of  data. 


A-tumbling  down: 

FBI  dismantles  an  investigative  wall 


Like  the  Berbn  Wall  that  once  separated 
East  and  West  Germany,  the  legal  waU  that 
previously  existed  between  the  FBI’s 
mvesagauon  of  enmmai  and  mteUigence 
cases  has  come  crumbling  down. 

Under  new  guidelines,  implemented 
throughout  the  course  of  2003  and  finabzed 
last  fab,  agents  working  on  either  type  of 
case  wiU  be  allowed  to  share  informaaon. 
The  pobey  change  has  abeady  helped  the 
bureau  to  disrupt  plans  for  four  terronst 
anacks  overseas  and  uncover  a sleeper  cell  in 
the  Uruted  States,  according  to  seruor  FBI 
officials.  The  new  guidelines  have  also 
prompted  a surge  in  counterterronsm 
invesogauons-  While  the  exact  number  is 
classified,  officials  said  the  figure  currently 


stands  at  1,000  cases. 

“In  the  past,  it  was  an  absolute  cardiiul 
rule  that  there  be  a wall  between  the  two 
cases,”  Robert  Bbtzer,  a former  FBI 
counterterrorism  official,  told  The  Washing- 
ton Post.  “Now,  you  will  have  a much 
broader  access  to  see  what  it  going  on.  You 
can  see  the  whole  scope  of  things.” 

The  overhaul  began  last  year  with  a 
classified  document  called  the  Model 
Counterterronsm  Invesagadons  Strategy.  In 
November  2002,  a special  intelligence 
appeals  court  ruled  that  the  USA  Patnot  Act 
permit;  criminal  prosecutors  and  inteUigence 
investigators  to  more  easily  share  informa- 
aon. What  the  Model  Counterterronsm 
InvesOgaoons  Strategy  and  other  rules  do  is 


facibtate  the  pobey  by  purring  criminal  and 
inteUigence  investigators  together  on  the 
same  squads  and  invesagadons,  accordmg  to 
officials. 

An  Oct.  1 directive  sent  to  the  agency’s 
field  offices  “emphasized  this  is  the  way 
we’re  ^omg  business  for  the  future,”  a senior 
law  enforcement  officials  told  The  Associ- 
ated Press. 

Terronsm  invesagadons  wiU  not  be  run 
by  individual  field  offices,  but  rather  by  the 
counterterrorism  division  at  FBI  headquar- 
ters in  Washington.  From  the  outset,  aU  such 
cases  will  be  classified  under  the  same 
number,  315.  They  will  be  handled  as 
inteUigence  or  espionage  invesagadons, 
which  wUJ  aUow  agents  to  use  methods  not 
available  in  convenaonal  criminal  probes. 

Previously,  a case  that  involved  a suspect 
bebeved  to  have  tned,to  buy  explosives 
would  have  ended  with  the  indictment  of 
that  person  for  that  one  violauon.  Now,  the 
FBI  u empowered  to  explore  how  that 
individual  had  planned  to  use  those  explo- 
sives and  whether  he  or  she  was  part  of  a 
'terrorist  organizauon. 

In  November,  new  nauonal  secunty 
guidelines  were  issued  by  Attorney  General 


John  Ashcroft  which  do  not  require  firm 
evidence  of  a threat  or  a crime  as  grounds 
for  conducting  an  inidal  “threat  assessment” 
of  a potential  terrorist. 

“With  9/11  as  the  catalyst  for  this,  what 
we’ve  done  is  fundamentaUy  changed  the 
approach  we  take  to  every  counterterrorism 
case,”  said  FBI  terrorism  chief  John  Pistole 
in  an  interview  with  The  Post.  'This  is  a sea 
change  for  the  FBI.” 

Civil  bbertarians  view  the  new  pobey  as 
more  of  an  end  run  around  the  Fourth 
Amendment,  however. 

“By  elimmadng  any  disdncdon  between 
criminal  and  inteUigence  classificadons,  it 
reduces  the  respect  for  the  ordinary  consdtu- 
aonal  protecdons  that  people  have,”  said 
Joshua  Dratel,  an  attorney  who  has  filed 
briefs  opposing  federal  and-tertorism 
pobcies.  “It  wiU  result  in  a funnebng  of  aU 
cases  into  an  inteUigence  mode,”  he  told  The 
Post, 

“The  problem  is  that  the  government  has 
very  broad  powers  in  foreign  inteUigence 
invesugauons  that  don’t  comply  with  the 
Fourth  .Amendment’s  usual  requirements," 
Ann  Beeson,  assocute  legal  director  at  the 
Amcncan  Civil  Liberdes  Union,  told  The  AP. 
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Gilmore  panel's  final  say: 


Beware  complacency,  civil  liberties  abuses 


Continued  from  Page  1 
each  state  a sum  regardless  of  its  size,  and 
the  remaining  funds  arc  divided  on  the  basis 
of  population.  Thus  a state  such  as  Califor- 
nia gets  less  funding  per  capita  than  does 
Wyoming. 

Cabfotnia  ofhcials  have  argued  that . 
funding  should  be  based  on  which  regions 
face  greater  threats  and  have  more  cnucal 
infrastructure. 

The  commission  also  called  for  revision 
of  the  five-bered,  color-coded  Homeland 
Advisory  System,  which  is  said  “has  become 
largely  marginalized.”  In  its  place  the  panel 
suggested  a system  that  would  nobfy  local 
first-responders  of  specific  threats  to  their 
area,  and  would  also  include  traiiung  to  show 
them  the  prevenbve  acbons  necessary  for 
each  different  threat  level. 

A study  by  the  R-\ND  Corporation, 
which  assisted  the  Gilmore  Commission  in 
its  report,  stated  that  the  advisory  system 
obbged  local  governments  to  cut  back  on 
other  spending  to  pay  for  increased  protec- 
bon  whenever  the  threat  level  is  raised.  The 
"warning  system  can  cause  confusion 


Continued  from  Page  1 

Resendez  was  wanted  for  quesboning  by  the 

Houston  pobce.  Texas  authonbes,  however, 

had  sought  the  Immigrabon  and  Naturaliza- 

bon  Service’s  help  in  locabng  him  numerous 

bmes. 

It  was  within  days  of  his  release  that 
Marunno-Resendez  is  bebeved  to  have  killed 
four  of  his  victims.  He  was  pressured  by 
relatives  in  Mexico  to  turn  himself  in  to  the 
Texas  Rangers  in  July  2000. 

Although  the  Ident  system  was  launched 
in  1994  — five  years  before  L\FIS  — it  is 
not  as  extensive.  lAFIS  holds  approximately 
43  milbon  10-fingerpnnt  sets  of  known 
cruTunals;  Ident  has  6 milbon,  two-finger- 
pnnt  sets,  mosdy  of  people  who  have 
repeatedly  tried  to  enter  the  US-  illegally.  The 
Border  Patrol  has  another  system  it  uses 
which  has  an  unspecified  number  of  10- 
fingerprint  sets  belonging  to  deported  and 
criminal  abens. 

Despite  the  Idem  system’s  limitabons, 
between  January  2002  and  April  2003  the 
Bordet  Patrol  used  it  to  catch  4,820  people 
wanted  for  criminal  offenses,  and  another 
3,440  from  countries  thought  to  pose 
secunty  risks  to  the  US.,  according  to  the  1- 
G’s  report. 

Under  the  2000  plan,  Ident  files  were  to 
be  folded  into  lAFIS,  with  the  FBI's  system 
serving  as  a technological  platform. 

“Ident  has  been  around  a long  Qmc  and 
It’s  fauly  roubne,”  said  a Department  of 
Homeland  Secunty  official,  who  spoke  on 
condibon  of  anonymity  to  The  Copley  News 
Service.  The  lAFlS  system,  which  involves 
“rolbng  10  fingers,”  takes  much  longer  and 
as  a result  is  not  used  as  often. 

That  point  was  brought  home  again  in 
2002  in  a case  stnkingly  similar  to  that  of 
Maturino-Rcsendez. 

Border  Patrol  agents  twice  returned  a 
Mexican  citizen,  Victor  Manual  Batres,  35,  to 
Mexico  without  checking  his  fingerpnnts 
against  the  FBI’s  database.  Had  they  done  so. 


because  there  has  not  been  a wilbngness  on 
the  part  of  the  federal  government  to  help 
local,  authonbes  define  what  acbons  are 
appropnate  for  different  threat  levels,”  said 
the  R-\ND  study. 

But  in  caUing  for  the  government  to 
refocus  its  efforts,  the  Gilmore  Commission 
also  concluded  that  " . .freedoms  and 
secunty  must  co-exist  equally.” 

The  non-partisan  panel  has  denied  that  its 
recommendations  and  views  on  civil  bberbes 
are  digs  at  the  Bush  administrabon  and 
Attorney  Generaljohn  Ashcroft. 

"Nobody  here,  I think,  has  received 
informabon  that  says  that  we  think  that  any 
type  of  abuse  or  any  impropriety  has  been 
done,”  said  Gilmore,  a former  Repubbean 
Patty  chairman. 

Sbll,  the  commission  urgendy  recom- 
mended the  creabon  of  an  independent, 
bipartisan  oversight  board  that  would 
provide  counsel  on  homeland  secunty 
measures  that  might  affect  civil  bberbes, 
even  inadvertenUy.  The  board  is  necessary, 
said  the  commission,  because  of  the  chilling 
effect  of  government  monitoring  in  the 


they  would  have  found  that  Batres  had  a 15- 
year  criminal  history  m the  US.  and  taken 
him  into  custody. 

After  entering  this  country  iUegaUy  a third 
time,  he  rode  the  rails  to  Klamath  Fabs,  Ore., 
where  he  sexually  assaulted  two  nuns, 
choking  both  of  them  with  their  rosanes, 
and  murdering  one  of  them.  Batres  is  now 
serving  a bfe  sentencc. 

"The  Batres  case  again  lUustrates  the 
urgent  need  to  integrate  the  separate 
automated  fingerprint  idenbficabon  sys- 
tems," said  Fine,  the  DoJ  inspector  general. 
"We  conbnue  to  bebeve  that  the  mtegrabon 
project  should  remain  a crmcal  pnonty,  and 
that  fub  mtegrabon  wiU  help  avoid  recur- 
rence of  cases  bhe  Batres.” 

Interdepartmental  coordmabon  and 
technology,  among  other  problems,  has 
slowed  the  process,  said  invesbgators. 
Officials  at  the  Homeland  Security  Depart- 
ment, the  I-G’s  report  said,  have  been 
focused  on  creating  the  new  US  VISIT 
program,  which  photographs  and  finger- 
pnnts foreigners  at  1 IS  airports  and  a dozen 
seaports. 

Financmg  for  system  mtegrabon  also 
remains  uncertain.  The  Jusbce  Department 
wiU  be  receiving  just  $5.1  milbon  this  year 
for  the  project  — $4  milbon  less  than  it  had 
requested.  Accordmg  to  Congressional 
testimony,  the  upgrade  may  cost  between 
$600  milbon  and  $I  bilbon. 


MOVING? 

Don’t  leave  your  LEN 
subscription  behind.  To  ensure 
best  service,  please  send 
change-of-address  notices  to 
the  Subscription  Department 
at  least  6-8  weeks  prior  to 
effective  date. 


Homeland  Security  Secretary 
Tom  Ridge 


name  of  counterterronsm. 

The  Terrorist  Threat  Integrabon  Center 
would  be  mdependent  of  the  FBI  and  the 
CL\,  the  commission  said,  and  mclude 
representa  bves  from  state  and  local  govern- 
ments. 

The  commission  said  it  hoped  the  FBI 
could  return  to  its  cradibonal  responsibibty 


of  enforcing  the  law  and  invcsbgaong 
crimes.  Keeping  intclbgcnce  collecbon  and 
law  enforcement  separate  were  important  to 
avoid  the  pcrcepbon  that  the  country  was 
developing  a kind  of  "secret  pobce,”  the 
panel  said 

The  panel  also  expressed  concern  over 
the  growing  use  of  the  trubtary  and  its 
survciUance  technology  within  the  nabob’s 
borders- 

"It  now  becomes  essenbal  for  the 
Congress  to  legislate  and  for  the  Department 
of  Defense  to  implement  through  clear 
procedures  the  bmitabons  on  the  use  of 
satelbte  imagery  and  other  advanced 
technology  monitonng  in  the  Uruted  States,” 
said  the  report-  Increased  rebance  on  more 
sophisticated  technology  "has  vast  potential 
for  invading  our  privacy,"  it  noted 

Many  of  the  conclusions  drawn  by  the 
commission  were  disputed  by  the  Homeland 
Secunty  Department. 

Homeland  Security  Secretary  Tom  Ridge 
said  that  those  who  "go  to  work  every  single 
day  concerned  about  some  aspect  of 
homeland  secunty  have  only  since  9-1 1 
gotten  stronger  and  more  focused  on  their 
mission."  The  government  and  others  are 
"doing  everything  they  possibly  can  24/7," 
he  said. 


Integration  of  fingerprint 
databases  lags  behind 
schedule,  giving  feds  fits 
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What  They 

“I  don’t  know  where  all  this  money  is  coming  from,  but  there  sure  is  enough  of  it  all  of  a 
sudden.  I think  there’s  a lot  of  overkill.  We’re  not  that  high  on  the  vuInerabiUty  chart.” 

Are  Saying: 

— Don  Bartholomew,  coordinator  of  the  Fremont  County,  Iowa,  emergemy  management  dtmton. 
one  of  those  pointing  to  inequities  in  the  federal  homeland-security  fundmgformula.  (Story,  Pa^  1.) 

